PREGAO PRESENCIAL N° 28/2023 ANEXO I
MODELO DE PROPOSTA DE PREGOS C.PL
A ASSEMBLEIA LEGISLATIVA DO ESTADO DA PARAIBA
Proposta para atendimento do objeto destinado a Assembleia Legislativa da Paraiba, em
conformidade com o Edital de Pregdo Presencial n® 28/2023, autorizado pelo Processo
Administrativo n® 3244/2023.
Para tanto, oferecemos a este Poder Legislativo o preco para o item abaixo,
observadas as exigéncias e especificagbes de que tratam o ANEXO | — TERMO DE
REFERENCIA.
Valor Valor Valor
LOTE | ITEM Descrigdo servigo Qtd | Unidade | jnitario Total Total
Mensal Anual
Solugdo de Seguranga de Redes
NGFW
TIPO 1 com 60 meses de atualizagédo
de
” 01 | firmware, atualizagdo  automatica
bases de dados, suporte e garantia | O 2 |Assinatural R$ 3.045,00 | R$ 6.090,00 | R$ 73.080,00
do fabricante. N
FABRICANTE: FORTINET
MODELO: FG-100F
Atendendo todos os itens do termo de
referéncia
Solugdo de Seguranga de Redes
NGFwW
TIPO 2 com 60 meses de atualizagio
de
02 | firmware, atualizagdo  automatica
de .
bases de dados, suporte e garantia 02 |Assinatural R$ 1.815,00 | R$ 3.630,00 | R$ 43.560,00
do fabricante.
FABRICANTE: FORTINET
MODELO: FG-60F
Atendendo todos os itens do termo de
referéncia
02 Servicos de solugdo de controle
de acesso a rede (NAC) com 60
” meses de
03 | atualizagdo de firmware,
atualizagéo
:U:)OTtéﬂca de bases de dados, 01 |Assinatura R$ 14.700,00 |R$ 14.700,00| R$ 176.400,00
uporte
e garantia do fabricante.
FABRICANTE: FORTINET
MODELO: FWB-400E
Atendendo todos os itens do termo de
referéncia
Solucdo de seguranga de
aplicagbes
WEB e APl - Firewall de
Aplicacédo
04 (WAF) com 60 meses de atualizagdo
de
firmware, atualizagdo  automatical01 |Assinatural R$ 2.680,00 | R$ 2.680,00 | R$ 32.160,00
bases de dados, suporte e garantia
do fabricante.
FABRICANTE: FORTINET
MODELO: FNC-CA-VM
Atendendo todos os itens do termo de
7 referéncia
VALORES TOTAIS MENSAL E ANUALDOLOTE Il |R$ 27.100,00 |R$ 325.200,00
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A validade da presente proposta é de 60 (sessenta)
abertura, observado o disposto no caput e paragrafo Unic

dias corridos, contados da sud’ ’
0 do art. 110 da Lei no 8.666/93. - ~LPL .7

) &

Os pregos ofertados ja incluem a entrega e retirada dos itens no local determinado.

preco estdo incluidos todos os custos diretos e indiretos
objeto, inclusive os encargos da legislagdo social,

Informamos, por oportuno, que no
para o perfeito fornecimento do

trabalhista, previdenciaria, englobando tudo
completa do objeto licitado, conforme especif

0 que for necessario para a execugado total e
icagbes constantes no Edital e seus Anexos.

#Classificacdo:Extlnpeesso por fbarbosa2 em 07/02/2024 10:27. Validag&o: 269A.BE02.B529.8380.FC18.ED81.647C.88CD.

Os dados da nossa empresa s&o:

EMPRESA: TELTEC SOLUTIONS CNPJ: 04.892.991/0001-15

LTDA

INSCRIGAO ESTADUAL: 254.353.290 INSCRICAO MUNICIPAL: 417.510-7

OPTANTE PELO SIMPLES : NAO

ENDERECO: RUA MIGUEL DAUX, 100 — COQUEIROS — FLORIANOPOLIS/SC

FONE/FAX: (48) 3031-3450 / (65) 98126-6811

E-MAIL.: teltec@teltecsolutions.com.br/ | SITE: www.teltecsolutions.com.br

ana teltecsp tions.c

CONTA: 7555.8

i 3 o
BANCO: BRASIL 77-5

'04 892 991/0001-15'
TELTEC SOLUTIONS LTDA
Rua: Miguel Daux, 100

COQUEIROS - CEP 88080-220
L FLORIANOPOLIS - SC 1

Declaramos, para todos os fins, que o fornecimento do objeto se dara de acordo com
as especificagdes definidas nesta proposta e respeitando o estabelecido no Edital e
seus Anexos.

Jodo Pessoa, 12 de dezembro de 2023.

pdsec N L SL

Lucas Silvino da Silva
RG 2509339 SSP/PB CPF 051.748.624-52
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PREGAO PRESENCIAL N° 28/2023 ANEXO i
MODELO DE PROPOSTA DE PRECOS

A ASSEMBLEIA LEGISLATIVA DO ESTADO DA PARAIBA

Proposta para atendimento do objeto destinado a Assembleia Legislativa da Paraiba, em
conformidade com o Edital de Pregédo Presencial n® 28/2023, autorizado pelo Processo
Administrativo n® 3244/2023. C/

Para tanto, oferecemos a este Poder Legislativo o prego para o item abaixo, observadas
as exigéncias e especificagdes de que tratam o ANEXO | - TERMO DE REFERENCIA.

.

Valor Valor Valor
LOTE| ITEM Descrigiio servigo Qtd | Unidade u".ltain.u Total Total
Mensal Anual
Solugdo de Seguranga de Redes
NGFW
TIPO 1 com 60 meses de atualizacdo
de
01 | fimware, atualizagdo  automatica
de .
bases de dados, suporte e garantia | 02 AssinaturagR$ 11.000,00 R$ 22.000,00 |R$ 264.000,00
do fabricante. - p
FABRICANTE: FORTINET e
MODELO: FG-100F ¢
Atendendo todos os itens do termo de
referéncia
Solugdo de Seguranga de Redes
NGFW
TIPO 2 com 60 meses de atualizacio
de
02 | firnware, atualizacdo  automdtica
de .
bases de dados, suporte e tia 02 |AssinaturgR$ 6.000,00 R$ 12.000,00 [R$ 144.000,00
do fabricante. ]
FABRICANTE: FORTINET /
MODELO: FG-60F ' ;
Atendendo todos os itens do termo de
referéncia
02 Servicos de solugdo de controle
de acesso a rede (NAC) com 60
meses de
03 | atualizagdo de famware,
atualizagdo
glmhw de bases de dados, o1 Ass‘natumLas 16.000,00 R$ 16.000,00 [R$ 192.000,00
e garantia do fabricante.
FABRICANTE: FORTINET
MODELO: FWB-400E
Atendendo todos os itens do termo de
referéncia
Solucdo de seguranga de
aplicagdes
WEB e APl - Firewall de
Aplicagdo
04 d(‘;VAF) com 60 meses de atualizacao
firmware, ﬁa'ﬁm automaticayg  assinaturalR$ 3.500,00 RS 3.500,00 |RS 42.000,00
bases de dados, suporte e garantia ’\
do fabricante. P )
FABRICANTE: FORTINET - \/
MODELO: FNC-CA-VM -
Atendendo todos os itens do termo de
referéncia
VALORES TOTAIS MENSAL E ANUALDOLOTEl RS 53.500,00 |R$ 642.000,00
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A validade da presente proposta ¢ de 60 (sessenta) dias corridos, contados da su\ Ve &
abertura, observado o disposto no caput e paragrafo Gnico do art. 110 da Lei no 8.666/93

‘Mglb

CPL. -
Os pregos ofertados ja incluem a entrega e retirada dos itens no local determinado. é i

Informamos, por oportuno, que no preco estdo incluidos todos os custos diretos e indiretos
para o perfeito fornecimento do objeto, inclusive os encargos da legislagdo social,
trabalhista, previdenciaria, englobando tudo o que for necessario para a execugao total e
completa do objeto licitado, conforme especificagdes constantes no Edital e seus Anexos.

Os dados da nossa empresa s3o: &
EMPRESA: TELTEC SOLUTIONS CNPJ: 04.892.991/0001-15
LTDA
INSCRICAO ESTADUAL: 254.353.290 | INSCRICAO MUNICIPAL: 417.510-7 4
OPTANTE PELO SIMPLES : NAO

ENDEREGO: RUA MIGUEL DAUX, 100 — COQUEIROS — FLORIANOPOLIS/SC
FONEIFAX (48) 3031-3450 / (65) 98126—6811

s DADOS BANCARIOS
BANCO: BRASIL | AGENCIA: 3077-5 | CONTA: 7555-8
| =1
04 892 991/0001-15
TELTEC SOLUTIONS LTDA L

Rua: Miguel Daux, 100

COQUEIROS - CEP 88080-220

L FLORIANOPOLIS - SC 1

Declaramos, para todos os fins, que o fornecimento do objeto se dara de acordo com
as especificagdes definidas nesta proposta e respeitando o estabelecido no Edital e
seus Anexos.

L—"

Jodo Pessoa, 12 de dezembro de 2023.

=1 &Q{L

Lucas Silvino da Silva
RG 2509339 SSP/PB CPF 051.748.624-52
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FortiGate FortiWiFi 60F Series ™

FG-60F, FG-61F, FWF-60F, and FWF-61F
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Highlights

Gartner Magic Quadrant
Leader for both Network
Firewalis and SD-WAN.

Security-Driven
Networking with FortiOS
delivers converged
networking and security.

Unparalleled Performance
with Fortinet’s patented
SoC processors.

Enterprise Security
with consolidated Al /
ML-powered FortiGuard
Services.

Simpiified Operations

with centratized
management for
networking and security,
automation, deep analytics,
and self-healing.

Converged Next-Generation Firewall (NGFW) and SD-WAN

The FortiGate Next-Generation Firewall 60F series is ideal for
building security-driven networks at distributed enterprise
sites and transforming WAN architecture at any scale.

With a rich set of Al/ML-based FortiGuard security services and our integrated Security Fabric
platform, the FortiGate FortiwWiFi 60F series delivers coordinated, automated, end-to-end
threat protection across all use cases.

FortiGate has the industry’s first integrated SD-WAN and zero-trust network access (ZTNA)
enforcement within an NGFW solution and is powered by one OS. FortiGate FortiWiFi 60F |
automatically controls, verifies, and facilitates user access to applications, delivering
consistency with a seamless and optimized user experience.

iPS NGFW Threat Protection interfaces

Multiple GE RJ45 | Variants with intemal
storage | WiFi variants

1.4 Gbps 1Gbps 700 Mbps

{
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FortiOS Everywhere

FortiOS, Fortinet's Advanced Operating System

FortiOS enables the convergence of high performing networking and security across the
Fortinet Security Fabric. Because it can be deployed anywhere, it delivers consistent and
context-aware security posture across network, endpoint, and multi-cloud environments.

FortiOS powers all FortiGate deployments whether a physical or virtual device, as a
container, or as a cloud service. This universal deployment model enables the consolidation
of many technologies and use cases into organicaily built best-of-breed capabilities, unified
operating system, and ultra-scalability. The solution allows organizations to protect all edges,
simplify operations, and run their business without compromising performance or protection.

FortiOS dramatically expands the Fortinet Security Fabric’s ability to deliver advanced Al/ML-
powered services, inline advanced sandbox detection, integrated ZTNA enforcement, and
more. It provides protection across hybrid deployment models for hardware, software, and
Software-as-a-Service with SASE.

FortiOS expands visibility and control, ensures the consistent deployment and enforcement
of a simplified, single policy and management framework. Its security policies enable
centralized management across large-scale networks with the following key attributes:

» Interactive drill-down and topology viewers that display real-time status
* On-click remediation that provides accurate and quick protection against threats and abuses

* Unique threat score system correlates weighted threats with users to prioritize investigations

Intuitive easy to use view into the network and Visibility with FOS Application Signatures
endpoint vulnerabilities

FortiConverter Service

FortiConverter Service provides hassle-free migration to help organizations transition from a
wide range of legacy firewalls to FortiGate Next-Generation Firewalls quickly and easily.

The service eliminates errors and redundancy by employing best practices with advanced
methodologies and automated processes. Organizations can accelerate their network proteftion
with the latest FortiOS technology.
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FortiGate FortiWiFi 60F Series Data Sheet
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FortiGuard Services NS

Network and File Security

Services provide protection against network-based and file-based threats. This consists of
Intrusion Prevention (IPS) which uses Al/M models to perform deep packet/SSL inspection

to detect and stop malicious content, and apply virtual patching when a new vulnerability is
discovered. It also includes Anti-Malware for defense against known and unknown file-based
threats. Anti-malware services span both antivirus and file sandboxing to provide muiti-
layered protection and are enhanced in real-time with threat intelligence from FortiGuard Labs.
Application Control enhances security compliance and offers real-time application visibility.

Web / DNS Security

Services provide protection against web-based threats including DNS-based threats, malicious
URLSs (including even in emails), and botnet/command and control communications. DNS
filtering provides full visibility into DNS traffic while blocking high-risk domains, and protects
against DNS tunneling, DNS infittration, C2 server ID and Domain Generation Algorithms {DGA).
URL filtering leverages a database of 300M+ URLSs to identify and block links to malicious sites
and payloads. IP Reputation and anti-botnet services prevent botnet communications, and
block DDoS attacks from known sources.

SaaS and Data Security

Services address numerous security use cases across application usage as well as overall
data security. This consists of Data Leak Prevention (DLP) which ensures data visibility,
management and protection {including blocking exfiltration) across networks, clouds, and
users, while simplifying compliance and privacy impiementations. Separately, our Inline Cloud
Access Security Broker (CASB) service protects data in motion, at rest, and in the cioud.

The service enforces major compliance standards and manages account, user and cloud
application usage. Services also include capabilities designed to continually assess your
infrastructure, validate that configurations are working effectively and secure, and generate
awareness of risks and vuinerabilities that could impact business operations. This includes
coverage across loT devices for both IoT detection and loT vulnerability correlation.

Zero-Day Threat Prevention

Zero-day threat prevention entails Fortinet's Al-based inline malware prevention, our most
advanced sandbox service, to analyze and block unknown files in real-time, offering sub-
second protection against zero-day and sophisticated threats across all NGFWs. The service
also has a built-in MITRE ATT&CK® matrix to accelerate investigations. The service focuses
on comprehensive defense by blocking unknown threats while streamlining incident response
efforts and reducing security overhead.

OT Security

The service provides OT detection, OT vulnerability correlation, virtual patching, OT signatures,
and industry-specific protocol decoders for overall robust defense of OT environments and

ol
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Secure Any Edge at Any Scale ", &
\CEL/

Powered by Security Processing Unit (SPU)

Traditional firewalls cannot protect against today’s content- and connection-based threats
because they rely on off-the-shelf hardware and general-purpose CPUs, causing a dangerous
performance gap. Fortinet's custom SPU processors deliver the power you need—up to
520Gbps—to detect emerging threats and block malicious content while ensuring your network
security solution does not become a performance bottleneck.

ASIC Advantage

Secure SD-WAN ASIC SOC4

* Combines a RISC-based CPU with Fortinet’s proprietary Security Processing Unit (SPU)
content and network processors for unmatched performance

» Delivers industry’s fastest application identification and steering for efficient business
operations

» Accelerates IPsec VPN performance for best user experience on direct internet access
* Enables best of breed NGFW Security and Deep SSL Inspection with high performance

* Extends security to access layer to enable SD-Branch transformation with accelerated and
integrated switch and access point connectivity

FortiCare Services

‘ Fortinet is dedicated to helping our customers succeed, and every year FortiCare Services
help thousands of organizations get the most from our Fortinet Security Fabric solution. Our
lifecycle portfolio offers Design, Deploy, Operate, Optimize, and Evolve services. Operate
services offer device-level FortiCare Elite service with enhanced SLAs to meet our customer’s
operational and availability needs. In addition, our customized account-level services provide
rapid incident resolution and offer proactive care to maximize the security and performance
of Fortinet deployments.
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FortiGate FortiWiFi 6OF Series Data Sheet
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nnm Next Generation Firewall (NGFW) -
» FortiGuard Labs’ suite of Al-powered Security Services—natively integrated with your
DDD NGFW—secures web, content, and devices and protects networks from ransomware and

sophisticated cyberattacks

 Real-time SSL inspection (including TLS 1.3) provides full visibility into users, devices, and
applications across the attack surface

» Fortinet’s patented SPU (Security Processing Unit) technology provides industry-leading
high-performance protection

: . * FortiGate WAN Edge powered by one OS and unified security and management framework
‘ DDD and systems transforms and secures WANs

* Delivers superior quality of experience and effective security posture for work-from-any
where models, SD-Branch, and cloud-first WAN use cases

* Achieve operational efficiencies at any scale through automation, deep analytics, and
self-healing

Universal ZTNA

» Control access to applications no matter where the user is and no matter where the
application is hosted for universal application of access policies

* Provide extensive authentications, checks, and enforce policy prior to granting application
access - every time

* Agent-based access with FortiClient or agentless access via proxy portal for guest or BYOD

ENTERPRISE
BRANCH
Centralized Provisioning 3.
Overtay -
ooole %) 0
fecuny tLog G e
Management. T3 ZTNA Users
FortiSwitch x ”’ FortiGate
S”““sc;f;f L - ol T ,"' xa:ulzcas’x WAl
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interfaces

1. 1x USB Port

2. 1x Console Port

3. 2 x GE RJ45 WAN Ports

© 0 0

4. 1x GE RJ45 DMZ Port
@ 5. 2 x GE RJ45 FortiLink Ports
6. 5 x GE RJ45 Interna! Ports

Hardware Features

=] P
'/
iy

| 5004 | Joese] ff 200

Compact and Reliable Form Factor

Designed for small environments, you can place it on a desktop or wali-mount it. It is small,
lightweight, yet highly refiable with a superior MTBF (Mean Time Between Faiture), minimizing
the chance of a network disruption.

Access Layer Security

FortiLink protocol enables you to converge security and the network access by integrating
the FortiSwitch into the FortiGate as a logical extension of the NGFW. These FortiLink enabled
ports can be reconfigured as regular ports as needed.
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Specifications Lo
FORTIGATE 60F FORTIGATE 61F FORTIWIF) 60F FORTIWIFI 61F
Operating Environment and Certifications
Power Rating 12vdc, 3A
Power Required Powered by Externai DC Power Adapter, 100-240V AC, 50/60 Hz
Maximum Current 100Vac/1.0A, 240Vac/0.6A
MWM (Average / Meximum) 1017 W /1243 W 17.2W/187W 17.2W /187 W 175W/19.0W
Heat Dissipation 42.4 BTUNr 42.4 BTUfhr 63.8 BTUM 84.8 BTU/hr
Operating Temperature 32°-104°F (0°-40°C)
Storage Temperature -31°-158°F (-35°-70°C)
Humidity Humidity 10%-90% non-condensing
Noise Level Fanless 0 dBA
Opersting Althude Up to 7400 ft (2250 m)
Compliance FCC, ICES, CE, RCM, VCCI, BSMI, UL/cUL, CB
Certifications USGvE/IPvE
anmn
-.w 8

A
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FortiGate FortiWiFi 60F Series

Subscriptions

FortiGuard Security
Services

NOC and SOC
Services

Hardware and
Softwere Support

Base Services

Service Offering
S Service

Anti-Mahwars Protection (AMP) — Antivirus, Mobile Melwars, Botnet,
CDR, Virus Outbresk Protection and FortiSendbax Cloud Service

URL, DNS & Video Filtering Service
Anti-Spam

Al-besed infine Malware Prevention Service
Data Loss Prevention Service !

OTMW(OTMO’TMMMW
Patching, OT Signeturs / Protocol Decoders) ¥

Appiicstion Control
CASB SpaS Control

SD-WAN Undertey Bandwidth and Quality Monitoring Service
SD-WAN Overlay-as-a-Ssrvice for SasS-based overiay network
provisioning

SD-WAN Connsctor for FortiSASE Secure Private Access

FortiSASE subscription inchuding cloud manegement and 10Mbps
bandwidth icenss *

FortiGuard Attack Surface Secwrity Service (loT Detsction, loT
Vuinersbility Correlation, and Security Rating Updates) !
FortiConwerter Service

Managed FortiGate Service
FortiGate Cloud (SMB Logging + Cloud Management)

FortiAnalyzer Clowd
FortiAnalyzer Cloud with SOCaeS

FortiGuard Bundies

included with FortiCare Subscription

included with FortiCare Subscription

inciuded with FortiCare Subscription

1. Full features availabie when running FortiOS 7.4.1
2. Desktop Modeis only

FortiGuard Labs delivers a number of security intelligence services to augment the FortiGate firewall platform,
You can easily optimize the protection capabilities of your FortiGate with one of these FortiGuard Bundles.

FortiCare Elite

FortiCare Elite offers enhanced SLAs and quick issue resolution through a dedicated support team. It provides
single-touch ticket handling, extended Extended End-of-Engineering-Support for 18 months, and access to the
new FortiCare Elite Portal for a unified view of device and security health.

/«J
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Ordering Information Vi
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Product s Description

FortiGats 60F FG-60F 10x GE RJ45 ports {inciuding 7x Internal ports, 2x WAN ports, 1x DMZ port)

FortiGate 81F FG-61F 10x GE RU4S ports (including 7x Intemal ports, 2x WAN ports, 1x DMZ port), 128 GB SSD onboard storage

FortiWiF 60F FWF-80F-[RC} 10x GE RU4S ports (including 7x Internal Ports, 2x WAN Ports, 1% DMZ Port), Wireless (80211 afbig/n/ac-W2)

FortiWIR 81F FWF-61F-[RC] 10x GE RJ4S ports (including 7x Intemal Ports, 2x WAN Ports, Tx DMZ Port), Wireless (802.11 a/bfg/n/ac-W2), 128GB SSD onboard storage

Optional Accessories

Rack mount tray for all FortiGate E series and F seties desktop models are backwards compatibie with SP-RackTray-01. For list of compatible
FortiGate products, visit our Documentation website, docs.fortinet.com

AC Power Adaptor SP-FG60E-PDC-5 Pack of 5 AC power adaptprs for FG/FWF 60E/61E, 60F/61F, and BOE/S1E
Wall Mount Kit SP-FGEOF-MOUNT-20  Pack of 20 wall mount kits for FG/FWF-80F and FG/FWF-80F series
[RC] = regionai code: A, B, D,E, F, |, J,N,P,S,V,and ¥

ReckMount Tray  SP-RACKTRAY-02

|mEn
[ ]

A

~

v
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Fortinet CSR Policy

Fortinet is committed to driving progress and sustainability for all through cybersecurity,
with respect for human rights and ethical business practices, making possible a digital
world you can always trust. You represent and warrant to Fortinet that you will not

use Fortinet’s products and services to engage in, or support in any way, violations

or abuses of human rights, including those involving illegal censorship, surveillance,
detention, or excessive use of force. Users of Fortinet products are required to comply
with the Fortinet EULA and report any suspected violations of the EULA via the
procedures outlined in the Fortinet Whistleblower Policy.

::.'.FITII'IET www.fortinet.com

wozmmmummw FortiGate®, FortiCare® snd FortiGuend”, and certain other marks are reghstorad trademeris of Fortinet, Inc., and other Fortinet nemes herein may also be registated sndfor
OF compahy nemes Moy be owners. and other matrics contained heretny ware sttained in ivtemel leb tests under idesl conditions, snd actust performance snd other results ey very. Network vari
mmmw-mmmw“—* binding by Fortinat, and Fortinet dlecisims sl warranties, whether express of implilad, except to the axtent Fortinet snters & binding written contract,

thet exprassly werrsnts that the identified prociuct will peviorm sccoriing to certein expressiy-identifiad periarmence metrics and, in such svent, only the specific performance metrics expressly identiiad i such binding written contract

Such werranty wilt be lrited 1o per inthe Idesl Fortinet diecielms in Ball arvy 9 g hereto, whether express of Implied. Fortinet reserves Wodity, transter, or athorwise
revise this publication withaut notice, and the rost current version of the publication shall be sppliceble.

October 17, 2023
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FOrtiNAC

FortiNAC F Series Hardware, VM, and Endpoint Licenses

LEATINET.

Highlights

-

Implemant dynamic
network scanning to
classify and analyze
device behaviors using
continuous, automated
technigues

Maintain an updated
inventory of all network
devices, Including BYOD,
toT, OT, and ioMT

Continuously assess
risks for every endpoint
using real-time threat
intelligence and
behavioral patterns

Adopt Zero Trust
architecture for better
device security and
simplified management

Integrate with various
third-party network tools
ensuring compatibility

Relay real-time
contextual data to SIEM,
improving incident
response. Ensure
always-on identity
checks and follow

least privilege access,
reinforcing the Zero
Trust approach
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Visibility, Zero Trust Access and Incident Response for
Connected Assets and Users

FortiNAC™ continues to be a cutting-edge network access control solution, enabling
organizations to enforce network access policies and assure adherence to security protocols in
light of increasingly sophisticated threats. it provides a comprehensive snapshot of all devices
and users on the network, facilitating granular control of access based on user roles, device
types, network tocations, and now the behavioral patterns of devices and users,

The solution’s capability now extends beyond automated onboarding of new endpoints;

it incorporates real-time threat intelligence and continuous risk assessment of devices,
leveraging machine jearning and Al technologies from FortiGuard Services. Given the rising
prominence of BYOD (Bring Your Own Device) and [oT (internet of Things), FortiNAC’s
continuous monitoring and immediate remediation of non-compliant devices have become
even more crucial.

Moreaover, FortiNAC's integration goes beyond third-party security solutions; it integrates

with a wide range of cloud-based platforms and DevOps tools to ensure seamless and

secure network operations in hybrid T environments. FortiNAC leverages its integration

with FortiAnalyzer to gain deep insight into network security posture, encompassing reai-

time visibility, predictive analytics, and more robust compliance reporting. With FortiNAC,
organizations can more effectively secure their network against unauthorized access, potential
threats, and increasingly, the insider threats, aligning with the emerging Zero Trust security
model that emphasizes "never trust, always verify”

E:E to the Zero Trust model. /
k 0
— iD
gl \©
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FortiNAC 21 Profiling Methods for

Oevige Classification

Features

Granular Visibllity Across the Network for Every Device and User

FortiNAC leverages Al and machine learning from FortiGuard Security Services to provide
detailed profiling of devices, including headless devices and 10T assets on your network. This
profiling incorporates multiple information sources, pehavior patterns, and real-time threat
inteligence to accurately identify and assess what is on your network.,

Ssamiess Integration and Control Across Diverse Environments

With the power of micro-segmentation and Zero Trust policies, FortiNAC altows for
configuration changes on switches and wireless products from an extended range of vendors,
It amplifies the reach of the Security Fabric across multi-cloud, hybrid (T, and heterogensous
environments, implementing “never trust, always verify’ principles.

Automated Responsivensss

FortiNAG reacts to network events in real-time to contain threats before they spread, utilizing a
broad and customizable set of automation policies. Leveraging Al, these policies can instantly
trigger configuration changes and remediation actions when targeted behavior or anomalies
are observed, aligning with the Zero Trust model's dynamic and proactive approach.

New FortiNAC-F

FortiNAC introduces the new FortiNAC-F OS with hardened virtual and physical appliances that
increase security and compliance capabilities. Following the tradition of providing the reliabie
platforms of Fortinet, tha new FortiNAC-F will extend the performance capability and introduce
new features.

Highlights

Granular Device Visibility

The essence of securing a dynamic, ever-evolving network lies in comprehending its makeup.
FortiNAC leverages Al and machine learning from FortiGuard Security Services, goes beyond
merely “seeing” everything on the network-—it comprehends and analyzes. It scans your
natwork 1o discover every user, application, and device. Using a variety of technigues—it
profiles each element based on observed behavior, real-time threat intelligence, as well as
tapping into FortiGuard’s 0T Services, a cloud-based database for identification lookups.

Scanning can be active or passive, utilizing permanent agents, dissolvable agents, or agentless
approaches. Moreover, FortiNAC can evaluate a device against pre-approved profiles, noting
any discrepancies or software updates required to patch vulnerabilities. With FortiNAC, the
network isn't just known—it’s understood, assessed, and continually monitored.

Besides recognizing the entire network, FortiNAC's advanced visibility incorporates passive
traffic analysis, leveraging Fortinet FortiGate appliances as sensors to identify anomalous

behavior patterns. These patterns can indicate a potential compromise, trigger |
alerts for the SOC team and aligning with the proactive threat containment :
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Highlights

Network Security and Inteiligent Sagmentation

L
. FortiNAC Data Sh;@ 7‘

Highlights

FortiGate Sessions View

After successful classification of devices end user identification, FortiNAC now integrates
advanced segmentation technigues to ensure only authorized users and devices have access
{0 requisite resources, thus preventing unauthorized intrusion. Through its progressive role-
based network access contiol, FortiNAC allows for strategic network segmentation by logicaily
grouping similar data and applications, limiting access to a particular set of users or devices.
This strategy effectively confines a compromised device, thereby inhibiting its ability to
traverse the network and inflict damage on other resources. FortiNAC not only fortifies the
protection of sensitive data and vital assets but also ensures adherence to internal, industrial,
and gavernment regulations and mandates,

The FortiGate Sessions view adds the ability to accept netflow data from third party devices.
Flows from other devices would also show up in this view.

Device integrity Varification and Malware Prevention

FortiNAC emphasizes on the importance of device integrity prior ta network connection,
significantly reducing the risk and potential spread of malicious software, As a device attempts
to join the network, FortiNAC assessaes its configuration for compliance. Any non-compliant
configuration is promptly managed; for instance, the device may be allocated to an isolated or
restricted accass VLAN, devoid of any access to corporate resources. This feature has bacome
increasingly relevant with the rise of loT devices and remote work trends, ensuring 2 secure
and contralled network environment.

FoftiNAC 21 Profifing Methods for Device Classification

Inteliigent Monitoring and Automated Reaction

FortiNAC proactively supervises the network continuously, examining endpoints to verify their
compliange with predefined profiles. Leveraging modern security tactics, FOrtiNAC rescreens
devices to prevent any possible bypassing of network access security via MAC-address
spoofing. Further, FortiNAC s equipped to identify irregularities in traffic patterns, a vital
festure considering the growing complexities in network usage patterns with the rise of cloud
angd edge computing. This passive anomaly detection function operates symbiotically with
FortiGate appliances. Upon recognizing a compromised or susceptible endpoint as a potential
risk, FortiNAC promptly instigates an automated reaction, quarantining the endpoint in real~
time, furthering its commitment to maintaining a secure and controlled network environment.

Security Fabric Integrations

FortiNAC integrates with multiple Fortinet products such as FortiGate, FortiSIEM, FortiAnalyzer,
FortitDR, and FortiDeceptor. The Security Rules are triggered by syslog/snmp messages from
the other Fortinet products as shown below.

FortiNAC Security Rulas

_ 167
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Integration Integration

Extensive integration with desktop security software, directories, network infrastructure, and
third-party security systems provides unparalleled visibility and control across the network
S environment.

L.
i

The FortINAC family integrates

* More than 3000 davices with unique MiB OIDs

* More than 2000 models Including switches, access points, and network controliers
* More than 90 vendors in networking, security, and communication industries

with the following vendor and models as examples*.

Network infrastructure Adtran, Aerchive, AlaxalA Networks, Aicatel-Lucent, Allied
Telesis, Alteon, APC, Apple, APRESIA Systems, Avaya,
Brocade/Foundry Networks/Ruckus, Cisco/Meraki, D-Link,
Extreme/Enterasys/Siemens, H3C, HP/Colubris/3Com/Aruba,

FEITEFEFENETSSTTTTENNUSEF
L v rae s Tie Ry v E A RN LN RS R G

FOrtiNAC Adapter View Intel, Juniper, NEC, Riverbed/Xirrus, and SonicWall

Sacurity infrastructure CheckPoint, Cisco/SourceFire, Cyphort, FireEye, Juniper/
Netscresn, Qualys, Sonicwall, Tenable

Authentication and RADIUS —~ Cisco ACS, Free RADIUS, Microsoft I1AS,
Directory Services LDAP — Google SSO, Microsoft Active Directory, OpenlL.DAP
Operating Systems Android, Apple MAC OSX and iOS, Linux, Microsoft Windows
Endpoint Security Authentium, Avast, AVG, Avira, Blink, Bullguard, CA,
Applications ClamAV, Dr. Web, Enigma, ESET, F-Prot, F-Secure, G Data,

Intego, Javacool, Lavasoft, Lightspeed, McAfee, Microsoft,
MicroWorld, Norman, Norton, Panda, PC Tools, Rising,
Softwin, Sophos, Spyware Bot, Sunbelt, Symantec, Trend
Micro, Vexira, Webroot SpySweeper, Zone Alarm

Mobiie Device Management  AirWatch, Google GSuite, MaaS360, Microsoft InTune,
Mobile Iron, XenMobile, JAMF, Nozomi Networks

* FortiNAC can be integratad with other vendors and tachnologles in addition to thase Hsted here. This list represents integrations that have
been valigated in both test lab snd production network envisonments.

FOTUNAC New Endpoint Fingerprints View
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Deployment Options Deployment Options

Easy Deployment Centralized Architecture

FortiNAC is a flexible and scalable solution that spans from mid-size to very large enterprise FortiNAC is an ‘out of band’ solution, meaning it does not sit in-line of user traffic, This
deployments. There are three elements to the FortiNAC solution. architecture allows FortiNAC to be deployed centrally and manage many remote locations.

Visibility, control, and response are achieved by integrating with, and leveraging the
capabilities of, the network infrastructure. Control can be applied at the point of connection,

at the very edge of the network while security device integrations allow FortiNAC to process

« FortiAnatyzer for Reports (optional) sacurity alerts and treat them as triggers for automated threat mitigation through customizable
work flows.

« Application and Control (required)
* Management (optional)

The Application provides the visibility, and the Control provides the configuration capabilities
and automated responsiveness features. The Management portion enables the sharing

of concurrent users across a multi-server deployment. FortiAnalyzer provides reports and
analytics basad on the Information gathered from the network through FortiNAC.

s o

FortiNAC can be deployed in virtus! machines (VMWare/Hyper-V/ AWS/ Azurel KVM) or on
hardware appliances. The Application and Control Servers can be deployed in a variety of
sizes, depending on the number of ports they need to support. FortiNAC is ideal for support
distributed architectures, including SD-Branch locations.

whe .
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High Availability

FortiNAC offers High Availability for disaster recavery to ensure redundancy. This state is
achieved through active and passive instances where the passive (backup) becomes active
when the main is no longer functioning normatly. FortiNAC Manager can manage multiple high
availability clusters distributed throughout the network as needed.

g:* Wit v 48 Rypte Ruwrent a
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Data collaction Is gathered from multiple sources using a variety of methods. SNMP, CLI,
RADIUS, SYSLOG, AP and DHCP fingerprints can all be used to achieve the detailed end-to-
end visibility necessary to create a truly secure environment.

FortiINAC

)

Visibility Control

Data Collection Protocols
SNMP CLI RADIUS BO21x Syslog RESTAPH
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Licensing

FortiNAC Licensing

FortiNAC offers flexible deployment options based an the level of coverage and functionality
desired.

Basa License

The BASE license level provides easy, ane-step loT security solution to close pressing endpaoint
security gaps by seeing all endpoint devices on the network, automating authorization,

and enabling micro-segmentation and network lockdown. The BASE license level is appropriate
for organizations that need to secure 10T and headiess devices, and enable network lockdown
with dynamic VLAN steering, but do not require more advanced uset/network controls or
automated threat response,

Pius License

The PLUS license level tuilas on all the functionality of BASE with enhanced visibility and more
advanced Network Access Controls and automated provisioning for users, guests, and devices
as well as reporting and analytics. The reporting and analytics can greatly assist In providing
audit documentation of compliance. The PLUS license level is appropriate for arganizations
that want complete endpoint visibility and a granuler control, but do not require automated
threat response.

Pro License

The PRO license level provides the ultimate in vistbility, control and response. PRO license
offers real-time endpoint visibility, comprehensive access control, end automated threat
response and delivers contextual information with triaged alerts. The PRO license lovel is
appropriate for organizations that want complete endpoint visibility, a flexible NAC solution
with granular controls, as well as accurate event triage and real-time automated threat
response.

—
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Data

. FortiNAC

Licensing

Endpoaint
Visioiity

Uosr

Automution / Control

incident Rasponss

Intagrations

Rsparting

Network Discovery
Rogue Identificytior

Device Profiing and Classification
Enhanced VisibRty

Anomaty Datection

MOM integration

Porsistant Agent

Authentication

Captive Portal

Network Access Policies

10T Onboardting with Spotisor
Rogue Device Detaction and Restriction
Firowall Segmantation

MAC Addrass Bypass (MAB)

Full RADIUS (EAR)

8YDD / Onbonrding

Guest Management

Endpont Compiance

Wab and Firewsh Singla Sign-on
Evant Comelation

Extensible Agtions and Audit Trall
Alert Criticafity and Routing
Guided Triage ‘Workflows
intound Security Events
Outbound Securily Events

REST APH

Customizatle Reporty
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Services

FortiCare Services

As your business rapidly evolves, it is critical to advance your security capabilities as well,
Often though, you do not have expertise within your organization to deploy, aperate, and
maintain these new capabilities or are up against tight deadlines to implement change. We
understand this challenge and help thousands of organizations every year tackle this problem
with FortiCare Services.

Our experts provide accelerated implemnentation af your technology, reliable assistance
through advanced support, and proactive care to ensure your success with Fortinet
investment. No matter the size or location of your organization, we are ready to provide you
with an elevated experience to help you achieve your business goals with superior security and
performance.

FortiCare Support

A FortiCare Suppart cantract entitles you not only to receive updates to the FOrtiNAC firmware,
but also receive two important feeds.

1. Network device database update FOrtiNAC supports more than 2500 switching, wireless,
or firewall devices on the market. As new devices are released, FortiNAC’s network device
database should be updated to reflect these new madels. The weekly update from the
FortiNAC team will keep your deployment up to date.

2.FortiGuard loT Service. One of the means that FortiNAC has to identify devices i8 to use
the cloud-took up service hosted by FortiGuard Labs. A FortiCare Support contract entities
you to use that service at no additional cost, giving you access to a database of mitlions of
devices,

Data staZ‘l )
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Specifications

Systam

CPU AMD EPYC 7413 24 Core, 285GHZ Bage Fraq. ntel Xeon E-2278GE 8 Core
3.3GHz Base Freq.

Mamary 32G8 DDR4 memory 16GB DDR4 mamory

Hord Disk 2% 96008 $SDs 2% 96008 8803

BMC NA N/A

Network interface 1% GUE RJAS and 4x 10GHE SFP+ 4x GbE RJAS

RAID Cargd N/A NA

RAJD Canfiguration Software RAIDY

Consols Acess RJ45 type COM port for CLI

Fomn Factor 1U Rack Mount

Dimensions

Haight x Width x Length 173 k17200 x 24" 173% % 17.32" x 19.869"

finchas)

Huight x Width x Langth {mm) 44 x 437 x 810 44 % 440 x 500

Waight 41103 (186 kg) 32Ibg {14.51kg)

Ervironment

Power Supply Hot Phig, 141 Radungant PSU Hot Plug, 1+1 Redungant PSU

input Power 226 watt 174 Wett

Input Current 234100V, 0.84AR240V 1.5A100V; 0.625A8240V

Caoling 5% system fans. 4x system fany

Punel Displey NIA KA

Heat Dissipation 7677318874258 BTUM 61182124495 BTUM

Oparation Temperature Rangs 327-104°F {D*-40°C) 327-104%F (0°-40°C)

Storage Temperatura Renge -4°-158°F (-20°-70°C} ~4-ASE°F (-20%-70°C)

amgg {ggn.::“p?lﬂng) S% lo 80% non-condensing 3% to BO% non-condensing

Certification

Safety Cartified 85 applicable by Product Safety suthorition worlawide, including United Stutes [NRTL),

Cariada (SCC), and Eurogesn Union (CE).
Electromagnatic (EMC) Lortifled as by EMC ids, including United States [FCC), Canada (ICES), snd
European Upion (CE).
Msterials Centilied a3 i by Matarisls d including European Union (ROHS) and

China {ROHS).

* The consoke port can be used for access I the applance hes an issue La. you can connect @ monitor and a keyboard to it. FortiNAC does
not uss tha congale port for access
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FortiNAC

Ordering Information

Appliances
FortiNAC-CA-~800F
FortiNAC-CA-800F
ForiNAC-CA-700¢
FortiNAC-M-S30F

Virtual Machinss

FortiNAC Controt and Appiication
extended VM

FortiNAC Menager axtended VM
Pempatuai Licanses
FortiNAC BASK Licensy 100

FartiNAC BASE Licensa 1K
For tiNAC BASE Licance 10K
For iNAC BASE Licensa S0K
FortiNAC PLUS Licunss 100
FortiNAC PLUS Licenss 1K
For iNAC PLUS Licenes 10K
FortiNAC PLUS Licunse 30K
For tiNAC PRO License 100
FortiNAC PRO Licenss 1K
ForNAC PRO Licenss 10K
FortiNAC PRO License 50K

Subscription Licensas

Visiilty (BASE)

Visibliity and Control (PLUS)

FNC-CA-500F
FNC-CA-600F
FNC-CA-700F
FNC-M-850F

FROCAR-YM

FNC-MX-VM

LIC-FNAC-BASE-100

LIC-FNAZ-BASE-TK

LIC-FRAC-BASE-10K

LIC-FNAG-BASE- 50K

LIO-FNAC-PLUS-100

LIC-FNAC-PLUS-TK

LIC-FNAC- PLUS-10K

LIC-FNAC-PLUS-50K

LIC-FNAC-PRO-10Q

LIC-FNAC-PRO-1K

LIC-FRAC-PRO~10K

LIC- FRAC-PRO-50K

FC1-1G-FNACT-216-01-DD
FC2-1G-FNACT-215-00-0D
FC2-10-FNACT-216-01-DD
FCI-10-FNACI-215-01-DD
FC2-10-FNACT-213-01-DO

FU2-10-FNACT-213-01-DD

Visibility, Control, snd Response (PRO)  FC2-10-FNACI-208-01-DD

FC3-10-FNAC1-208-01-DD

FC4-10-FNAC1-209-01-DD

cP

~—

' Oata Sheet

FortiNAC Network Control and Appiication Server (F Saries)

FOrtiNAC #igh Parformance Natweork Control and Application Server (F Series)
FortiNAC Ultra High Parformance Network Control and Application Server (F Series)
FortiNAC Network Maneger (F Senes)

FUrtiNAG Contrd snd ADGHCANon extentied VA Servar (YMWare or Hyper- o AWS of ATuIS of KVM)
{RuRING FOFINAC: -GS

FOrtiNAL Manager eXtanded VM Sarver [VMware o Hvoer - of AWS of Azurs or KV (Running For iNAL -QS)

FortiNAC BASE Licanse for 100 concurrent andpoint devicas. The BASE kcense provitkes Endgoint Visithity and
Dynamic YLAN Stemring.

FortiNAC BAYE Licensae for 1K concument endpoint devices. The BASE licensa provides Endpoint Visibéity and
Dynsmic VLAN Steering.

FortiNAC BASE Lizense for 10K conourrent endpoint devices. Tha BASE license provides Endpoint Visibity and
Dynamic VLAN Stesring.

FortINAC BASE Licanse for 50K concuryent endpoin! devices. The BASE kcense provides Endpoint Visibility ang
Dynamic VLAN Stasring.

FOIINAC PLUS Licengé for 100 concurment snupoinl devicss. AN the functionsiity of BASE with mors advanceo
Natwork Access Controls and sulcmated provisioning for users, guasts, and Gavices.

FortINAC PLLIS License for 1K conouirent sndpaint devicas, Al the functionality of BASE with more advances
Network Accass Controis end sutomates provisioning for users, guests, and devicen.

FortiNAC PLUS Licansa for 10K concurrent andpoint davices, AX the functionsiity of BASE with more advanced
Natwork Acowss Controls and eutomalad provisioning for users, guests, and devices.

FOrtiNAC PLUS Licanza for 50K concurrent endpoint davices. ANl the functionality of BASE with more advanced
Natwork Acoeas Cuntrols anrd automated provisoming for users, guests, and devices.

FortiNAC PRO Licensa for 100 concurmant endpoirl davices. PRO kcense keval provides tha ultimate in visibilfity,
comtrol and fesponse.

ForiNAC PRO Licanse for 1€ concusrent encpoint devices. PRO ficense tevel provides the ultimate in visibiity, corttrol
and response,

FartiINAC PR Licsnse for 10K concurment endpaint devices, PRO license level provides the ultimats in visibisity,
control and responsa.

FortiNAT PRO Ucense for 50K concurrent endpoint sevices. PRO licenye levél provides the ultimate in vinibility,
contm] and response.

License for 28 concurrent snapoits. MO 500,
License for 500 concurrent endpolnts, MOQ 500.
Licensa for 10K concurrent sndpoints, MOG 800,
License for 25 concurrent sndpoints. MOQ 500,
License for 500 concument endpoints. MOQ 500.
License for 10K concument endpoints. MOG 500.
Liconge for 25 concurrent endpoints, MOQ SO0,
License for 500 concusrent endpolnts. MOG 500,

Licanse for 10K concurrent endpaints, MOQ S00.
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Web Application and API Protection
FortiWeb 100E, 400E, 800E, 1000F, 2000F, 3000F, 4000F, VM, snd Container

FortiWeb is a web application firewall
(WAF) that protects web applications
and APIs from attacks that target known
and unknown exploits and helps maintain
compltance with regulations.

Using machine learning to mode! each
application, FortiWeb defends applications from known
vulnerabilities and from zero-day threats. High performance
physical, virtual appliances and corflalgrs depioy on-site or
in the public cloud to serve any size of thg organization —
from small businesses to service provid carriers, and large

Highlights

» Maching learning that detects

and blocks threats while
minimizing false positives

Advanced Bot Mitigation

effectively protect web assets

without imposing friction on
legitimate users

Protection for APIs, including
those used to support mobile

applications

Enhanced protection with
Fortinet Secunity Fabric
integration

Simplified attack investigation

with Threat Analytics

enterprises, ® Third-party integration and
virtual patching
FortiCare Woridwide
Waeb Appilication Pr i
PP on Protaction 24/7 8Bupport
Multi layer protection against the OWASP Top 10 application attacks

©

including machine learning to defend against known and unknown
attacks.

API Protection

Protect your APls from malicious actors by automaticatly enforcing
positive and negative security policies. Seamlessly integrate AP
security into your CI/CD pipeline.

Bot Mitigation

Protect websites, mobile applications, and APls from automated
attacks with advanced bot mitigation that accurately differentiates
between good bot traffic and malicious bots. FortiwWeb Bot Mitigation
provides the visibllity and contro! you need without slowing down
your users with unnecessary captchas or challenges.

Impresso por fbarbosa2 em 07/02/2024 10:27. Validagao: 269A.BE02.B529.8380.FC18.ED81.647C.88CD.
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HIGHLIGHTS

@@

Traditional Negative and legitmate traffic
Positive Sacurity Modeis
H s s emessee
H [ ]
NS malicious traffle
Poavia
pmmtla"ﬂu
positive tratfic
Machine Learning
i P
i L |
i [
R S

ol

The Application Receives Clean Traffic

FortiwWab goas beyond traditionst negative ant positive sscurity modals (atisck
signatires, (P address reputation, protecol validation, and sa on), and sppliss 3 second
twyer of machina lsarning-bassd anslytics to detact and block malicious snomelise while
minimizing faise positives.

Machine Learning Improves Detection and
Drives Operational Efficiency

FortiWeb’s multi-layer approach provides two key benefits:
superior threat detection and improved operational efficiency.

Fortiweb’s ability to detect anomalous behavior refative to
the specific application being protected enables the solution
to block unknown, never-before-seen exploits, providing
your best protection against zero~day attacks targeting your
application.

Operationally, FortiWeb machine learning relieves you of
time-consuming tasks such as remediating faise positives

or manually tuning WAF rules. Fortiweb continually updates
the model as your application evolves, o there is no need to
manually update rules every time you update your application.
Fortiweb enables you 1o get your code

into production faster, eliminating the

need for time-consuming manual WAF

rules tuning and troubleshooting the false

positives that plague less advanced WAFs. Block Zero Day Threats

Comprehensive Web Application Security

Using an advanced muiti-layered and correlated approach,
Fortiweb provides complete security for your web-based
applications from the OWASP Top 10 and many other threats.
FortiWel's first layer of defense uses traditional WAF detection
engines (e.g. attack signatures, IP address reputation, protocol
validation, and more) to identify and block malicious traffic,
powsred by intelligence from Fortinet’s industry leading security
research from FortiGuard Labs. FortiWeb'’s machine tearning
detection engine then examines traffic that passes this first
layer, using a continuously updated model of your application to
identify malicious anomalies and block them as well.

APIDiscovery and Protection

Fueling the digital transformation APIs have become Increasingly
popular, providing the backbone for mobile applications,
automated business to business operations and ease of
management across applications, However, with their popularity
they also increase the attack surface with additional exposed
application surfaces that organizations must secure. Fortinet’s
FortiWeb web application firewall provides the right tools to
address threats to APis. FortiWeb AP| Discovery and Protection
uses machine learning algorithms to automatically discover

APis by continuously evaluating application traffic. Discovery

Is an integral role for establishing a positive security model and
FortiWeb protects your critical APls based on your profiled AP!
inventory. FortiWeb can also integrate out of the box policies
together with an automatically generated positive security model
policy that is based on your organization’s schema specification
{OpenAPl, XML and generic JSON are supported schemas) to
protect against AP! exploits. Fortiweb schema validation can be
integrated into the CI/CD pipeling, automatically generating an
updated positive security model policy once the APl is updated..

Bot Mitigation

FortiWeb protects against automated bots, webs scrapers,
crawlers, data harvesting, credential stuffing and other
automated attacks to protect your web assets, mobile APls,
applications, users and sensitive data. Combining machine
fearning with policies such as threshold based detection, Bot
deception and Biometrics based detection with superior good
bot identification Fortiweb is able to block malicious bot attacks
while reducing friction on legitimate users. With advanced
tracking technigues Fortiweb can differentiate between humans,
automated requests and repeat offenders, track behavior over
time to better identify humans from bots and enforce CAPTCHA
challenges when required. Together with FortiView, FortiWeb's
graphical analysis dashboard organizations c,au Wklw entlfy
attacks and differentiate from good bots anm“Ie
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FortiWeb’s machine learning accurately detects anomalies and identifies which are threats. Unlike prevailing auto-learning
detection models used by other WAF vendors that treat every anomaly as a threat, FortiWeb's precision nearly eliminates false

positive detections and catches attack types that others cannot.
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FortiWeb's Al-based hine learning evel ] to {{ they are normal, benign anomaties, or anomalias that are threats.

Deep Integration into the Fortinet Security
Fabric and Third-Party Scanners

As the threat landscape evolves, many new threats reguire
a mutti-prongad approach for protecting web-based
applications. Advanced Persistent Threats that target
users can take many different forms than traditional single~
vector attack types and can evade protections offered only
by a single device. FortiWeb's integration with FortiGate
and FortiSandbox extend basic WAF protections through
synchronization and sharing of threat information to both
deeply scan suspicious files and share infected internal
sources.

FortiWeb also provides integration with ieading third-party
vulnerability scanners including Acunetix, HP Webinspect,
IBM AppScan, Qualys, ImmuniWeb and WhiteHat to provide
dynamic virtual patches to security issues in application
environments. Vulnerabilities found by the scanner are quickly
and automatically turned into security rules by Fortiweb to
protect the application until developers can address them in
the application code.

: Proposta e Anexos - Teltec Solutions Ltda. Doc. 114754/23. Data: 21/12/2023 20:12. Responsavel: Jose E. A. de Oliveira.
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Solving the Challenge of False
Threat Detections

False positive threat detections can be very distuptive

and force many administrators to loosen security rules on
their web application firewalls to the point where many
often become a monitoring tool rather than a trusted threat
avoidance platform. The installation of 2 WAF may take only
minutes, however fine-tuning can take days, or even weeks.
Even after setup, 3 WAF can require regular checkups and
tweaks as applications and the environment change.

FortiWeb’s Al-based machine learning addresses false
positive and negative threat detections without the need to
tediously manage whitelists and fine-tune threat detection
policies. With near 100% accuracy, the dual layer machine
learning engines detect anomalies and then determine if they
are threats unlike other methods that block all anomalies
regardless of their intent. When combined with other

tools, Including user tracking, session tracking, and threat
weighting, Fortiweb virtually eliminates all false detection
scenarios.

Advanced Graphical Analysis and
Reporting

Fortiweb includes a suite of graphicat analysis tools

called FortiView. Simifar to other Fortinet products such

as FortiGate, FortiwWeb gives administrators the ability to
visualize and drill-down into key elements of FortiWeb such
as server/IP configurations, attack and traffic logs, attack
maps, OWASP Top 10 attack categorization, and user activity.
FortiView for FortiWeb lets administrators quickly identify
suspicious activity In real time and address critical use cases
such as origin of threats, common violations, and client/
device risks.

FortiView for FortiWeb

Secured by FortiGuard

Fortinet'’s Award-winning FortiGuard Labs is the backbone
for many of FortiWeb’s layers in its approach to application
security. Offered as five separate options, you can choose
the FortiGuard services you need to protect your web
appiications. FortiWeb IP address reputation service protects
you from known attack sources like botnets, spammers,
anonymous proxies, and sources known to be infected with
malicious software.

FortiWet Security Service is designed just for Fortiweb
including items such as application layer signatures, machine
learning threat madals, malicious robots, suspicious URL
patterns, and web vulnerability scanner updates. Credential
Stuffing Defense checks login attempts against FortiGuard's
list of compromised credentials and can take actions ranging
from alerts to blocking logins from suspected stolen user ids
and passwords. The FortiWeb Cloud Sandbox subscription
onables FortiWeb to integrate with Fortinet’s cloud-sandbox
service, Finally, Fortiweb offers FortiCuard’s top-rated
antivirus engine that scans all file uploads for threats that can
infect your servers or other network elemants.

VM and Public Cloud Options

FortiWeb provides maximum flexibitity in supporting your
virtual and hybrid environments. The virtual versions of
FortiWeb support all the same features as our hardware-
based devices and can be deployed in VMware, Microsoft
Hyper-V, Citrix XenServer, Open Source Xen, VirtualiBox, KVM,
and Docker platforms. FortiWeb is also available for AWS,
Azure, Google Cloud, and Oracle Cloud as a VM, and as WAF
as a Service. For more information, see Fortiweb-Cloud.com.
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FEATURES

Deployment Options

Reverse Proxy

Inline Transparent

True Transparent Proxy
Offline Sniffing

Application Dellvery

» Layer 7 server load balancing
* URL Rewriting

« Content Routing

» HTTPS/SSL Offloading

‘,

Management and Reporting

Web user interface
Command line interface

FortiView graphical analysis and
reporting 100ls

Central management for multiple
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SPECIFICATIONS

Huwdware

bR TV 100

s WCCP * HTTP Compression FortiWeb devices 10100000 Intertfaces (RJ-48 ports) 4 4 GE RJ4S, 4 SFP GE 4GE a:g;zggpm),
» Caching ; i SFPSE.
Web Security  Aearetve riA Clustering ecwmmamme . = -
- i SSL/TLS Process Softwar Software Hargware
= Al baseq Mach'me Learning Authentication « Centralized logging ana reporting oo ° ; 5
« Automatic profiling {white list) i i i . U8B intarfaces 2
W p 9 6 *+ Active and passive authentication * User/device tracking Storage 32 06 550 480 0B 55D 450G 85D .
(b‘l"a%‘f?i;‘f)" and application signatures * Site Publishing and $50 « Real-time dashboards Fomeacto Desktop wo Y,
+ |P address reputation * RSA Access for 2-factor * Bot deshboard Trusted lstorm Mo (TPM) N e Ne e
* |P address geolocation authentication * OWASP Top 10 attack categorization Bawer Supply Trmmmmmmm— Single Sngle Dusl
g - » LDAP, RADIUS, and SAML support » Geo P Analytics .
. HTTP RFC compliance * SS§L client certificate support » SNMP, Syslog and Email Logging/ Trwoughput 50 Mbps 250 Mbps 750 Mops
* Native support for HTTP/2 . + CAPTGHA and Real Browsar Monitérigg 0g il o i o g 8
' m?g?c%cmkg‘n? rotection and signature Enforcement {RSE) s Administrative Domains with full High Avsilabitity Active/Passive, Ac’(‘f‘-;'a/Panlvn, - “;r’:‘t‘l'veA/PAnslve,
RBAC ActivaActive Clustering Active/Active Clustering Active/Active Chisterng
* Man In the Browser {MiTB) protection APl Protection Licenses Unsimited Unbimited B .o SR
* Machine Leaming based AP Other Administrative Demaine - 2 32 e
App!htbn Attack Protection Discovery and Protection » IPv6 Ready Alt parformance valuas are "up to” and vary depending on the system configuration.
* OWASP Top 10 » XML and JSON protocol irnenst
HTTP/2 to HTTP 1.1 transtation ans
» Cross Site Scripting conformance : / _ eigt x Wiath x Langth inshas) 101%827%524 173X 1724 % 1938 _axvaexess

* Ci/CD integration

HSM Integration

44 x 438 x M€

* SQL Injection . less PK! intearati et Wah cLaegniom) L R0ess A n4zax e
= Cross Site Request Forgery * Schema verification * ieamhess t n eQ’a fon Weight 23108 (11kg) 221bs (8.57 kg} 221bs (9.97 kg)
) L = Attachment scanning for
» Session Hijacking * APl Gateway ActiveSa/nc/MAPl ap%lmations, OWA, Rack Mourteile Optena! e e
* Built-in Vunerability Scanner * Web services signatures and FT Snvirorment
® Third- i » High Availability with Config-sync Power Requires 100-240V AC, 50-60 Hz 100-240V AC, 50-60Hz 100-240V AC, 50-80 Hz
i Bot Mitigation or syncing across multiple active Mudmum Current 10V/1,24, 220V/1.2A 100V/6A, 240V/3A 100V7SA, 240V/3A
‘lp‘g:gihlgg;ty scanner integration (virtual ; ppﬁanc.eg tnle oot
*F i * Machine Learning based Bot ) ) Power Conswnption (Average) BW W 09w
s!,'ﬁé‘é’f,‘,’f" scanning with AV anc Mitigation ¢ * Auto setup and default configuration Hest i 74 BTU/ _ 44638TUM 448.3 BTUM
» Biometrics Based Detection settlng;rfor Zlmfphﬂed deployment '] 32°-104°F (0°-40°C) 32°-108%F (0°-40°C) 32°-104°F (0°-40°C)
* *F |- 970 131 °| DB~
Securlty Services » Threshold Based Detection gg:)‘lji?:atlgr?; aidogg%?:ens Stotage 13%-158°F (-25°~70°C) -13°-186°F {-25°-70°C) 13°-158°F (z:d( 70°C)
i Front t:
* Malware detection * Bot Deception * Preconfigured for common Microsoft Forcad itow A (fomiese) from 0 Beck Bt
* Virtual patching ¢ Know Bots a;\)ﬁucatlons; Exchange, SharePoint, Humidity 10%-80% ron-condensing 10%-~80% non-condensing 10%-90% non-condensing
* Protocol validation OwA Compliancs
* Brute force protection * \Cl)&esnStack support for Fortiweb Safsty Cortifications FOC Clasa APar 18, RN, VOO GE, UL/ FCC Gl A Pat 15 ROM,Voa, O, U/ FCC Class AP.Q;,CZCLM,VCC!, oE LU
et o amasnasacn asmmmmismsiannat =ieeneienaen
* Cookie signing and encryption » Predefined security policles for T
* Threat scoring and weighting Drupal and Wordpress applications
* Syntax-based SQLI and XSS detection * WebSockets support
» HTTP Header Security
* Custom error message and error code
handiing
= Operating system intrusion signatures
* Known threat and zero-day attack
protection
= |4 Stateful Network Firewall
* DoS prevention
* Advanced correlation protection using
multiple security elements
revention
lcément Protection
I amn
,a\ Sl Sl 8
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SPECIFICATIONS

@

Herdware
1BNOCH000 interfaces (RI4S purts) 8 bypass, 40E (4 bypass), 4 SFP OF 8OE (B bypass) 8GE (8 bypuss)
. 4x SFP GE (non-nypass)
10G QABE-SRt BEP+ Ports 2 4 10 (2 bypass) 10 {2 bypass)
- - - 2 typass
Hardware Harmware Hardware Hardwsre
2 2 2 2
torege 2% 480 0B 850 2% 48005 950 2xse00BSSD  zwemoomsso
_Form Raotar u 2 2 2y
Trusted Platform Modde (W) ) No Yeu Yoy Yes
m;ulwpty Dual Hot Swagpable Dual Hot Swappabla Duad Hot Swswaﬁ; Pusl Hot 5wappabla
Bystem Performance
Rilket oL 2.5 Gpy 5 Gbps 10 Bops 70 Gops
Latency <Hms <Bm3 =<5ma <5ms
High Avalsbllity ActivaiPassive, Active/Pastive, ActivefAdtive Active/Passive, e 3 {
. Agﬁvelmive Clustering Clustering Clustening Clustaring
_Apptiontion Licensss Unimitad Unsmited Urikmited
Admicisirative Domaine 64 88 92
All performance valued ave "up to” and vary depending on the system configuration.
Oimensions
Helght x Width x Length (inches) 3.46 = 18.83 x 19.73 3.5%17.2% 208 35%175% 236 3B %176 %228
Height s Width x Langth (mm) 88 x 430 x 501.20 88 % 438 x 530 BB 444 %678 B3 % 444 % 8§74
‘Weight 28ibs 128 kg) 331bs (15kp) $8.2 s (22.5kg) 56.2 los {22.5 kp)
Ruck Mountatls Yag, with ‘fianm Yas Yes Yoy
Environemant
Power Reguirsd 100~240V AC, 8080 Mz 100-240V AG, 80-50 Hz 100-240V AC, 6080 Hz 100~240V AC, 60-50 He
Mlﬂmmcmﬂm e 100V/5A, 240V/3A T20VIBA, 240V/3A 120V/2.8A, 240V/1.3A 120V/3A, 240V/1.5A
Powwr onsumption (Average) now 260w 200w "ransw
Meal Disgipation 471 BTUM 1433 BTUM 1045.5 BTUK 1219.8 BTuh
Operuting Temparature 32°-104°F {(°-40°C) 32°-104%F (0*-20°C) 32°-104%F (0°-40°C) 32°-104°F (0°-40°C)
Stocage nmmmn ~47-188°F [-20°~70°C} -4%-188"F (-20°-70°C) -4*-168°F (-20%-70%C) -4¢-188%F (-20*
Faroed Alrflow Front to Back Fromt to Back. Front to Back Front to é;ck
MHumidity 5%~90% non-condensing 5%-80% non-condaensing 5%-00% non-condensing 5%-80% nm—:md;;ﬁé o
Comptisnce
Gafety Cartifications FCC Class A Part 15, RCM, FCC Class A Part 15, RCM, FGC Class A Part 16, RCM,

e

FCC Class A Part 15, RCM,
e e

7 &F
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SPECIFICATIONS

RUAL MACHIN TWER VI
System Performance
HTTP Mhroughput 25 Mbps 100 Mbps 500 Mbps 3 Qops 6 Gbps
Ligensas Urnitimitag Unilimitsd Unlimited Unikmited Uinkimited
Administrative Domains 4 10 84 hasad on the amount of mamory aliocatad
Virtual Meching
Hypervisor Support VMware, Microsoft Hypar-V, Citrix XenServer, Open Source Xen, VirtuatBox, KVM, Amazon Weh Services [AWS), Microsolt Azura, Googie Cloud, snd Orsce
Cloud, Please ses Fortiwed VM mstaation Guide for versions supported.
vCPU Bupport 1 2 24 2/8 2118
It f
Netwaork intarfsce Support i (¥al- 1110 1110 1110
imum /
Storsge Support 4008727 4008/278 4008/278 4008/278 4008/27T8
[{ !
Mermory Support 1024 MB / 1024 MB { 1024 MB | 1024 MB / 1024 M/
} {Minimum / Maximum) Unimited for 84-bit Uniimited {or B4~bit Unimitedt for quil" X Unlimited for 84-bit Uninited for B4-pit
Recummandad Memory 808 a8Ge X 1668 3208 0408
High Awaliability Support Yeo3 Yas . Yot Yo3 Yo
Actusl pay valuss may very on the natwork traffic end system configuration. Performance matrics were observed using 4 x intel(R) Xaon{R) Gold 8242 CPU @ 2.800Hz

running VMware £8X) 6.7 with 8 GB of vRAM s3signed to the 1 vCPU and 2 vCPU Fortiwed Virtual Appiance, 18 GB assigned to the 4 vCPU, 32 GB assigred o the 8 vCPU and 84 68
assignad to the 16 vCPY FortiWeb Virtual Appience.

Systen Performence
HTYP i 25 Mbps 100 Mbps 500 Mbps 3Gops
Application Licenses Unkimited Unimited Unikbmited Unlimjted
Administrative Domsins 4 to 64 based on the amount of memory siocated
Virtusl Appliance.
. Maneger Support Dogkar
Network interface Support {Mi ! 1410 10 171¢ 1%
Storege Support I 30 GB /500058 30 GB /500 GB. ‘307051500 GB 3008 /500 GB
nary Suppart (Minimue) 408 48 T s 408
R Mamory 8 GB 808 868 8GB
High Avaliability Support No No Mo MNo
Thioughputs and other metrics arg values for ach version. Actual h vory g on the network traffic and systam configuration.
&3
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= Oescription )

Fortiweb 1008 FWB-100& Waeb Applicstion Firewall — 4x GE R4S ports, 4 GB RAM,1x 32 GB SSD storage.

Fortweb 400 FWB-400E Web Application Flrewall — 4x GE R148 ports, 4x GE SFP ports, 480 GB $SD storage.

FortiWeb 800 FWB-800E Web Application Firewall ~ 4x OF RJ45 ports (2x bypess), 4x OE SFP ports, 480 GB S50 storsge,

Forfi Wb 1000F FW8-1000F ‘Wab Application Firewall ~ 2% 10 GE SFP+ ports, 8x GE RJA4S bypass ports, 4x GE SFP ports, 2 X GE managemant
ports, dust AC power supphes, 2% 480 GB SSD storage

Fortiweb 20008 FWB-2000F Web Appiication Firawalkl - 4 % 10GE SFP+ ports, 4 x GE RJ45 bypass ports, 4 x GOF SFP ports, 2 x GE manugement
ports, dust AC power suppies, 2x4B80G8 SSD storage.

For§web 3000F FWB-3000F Web ApphCation Firawa - 10 x 10GE SFPs ports (2 bypass), 8 x GE R4S bypass ports, 2 % OF managemant ports,
dusl AC power supnlies, 2X8600B $3D storage. .

For§'Web 40008 FWB-4000F Firawal - 2 x 40GE bypass ports, 10 % 10GE SFP+ ports (2 bypass), 8 x GE RI45 bypass ports, 2 x
GE management ports, dual AC power supphes, 2%260GB 38D storage.

PoriWeb-YMO1 FWB-VMO1 FortiWeb-VM, up to 1 vCPU supported. 64-hit 08,

Poriwer-VMO2 Fwevmo2 FortiWeb-VM, up to 2 vCPUS suportad, 84-bit OS,

Foriweb-ymMoO4 FWH-VMO04 Fortiwab-VM, up to 4 vCPUs supportad, 84-bit OS.

Forfi Web-VMOS Fwa-vMo8 Fortiweb-VM, up to 8 vCPUS supported. 84-bit 08,

Fort) Wak-VM19Q FWa-VM18 Fortiwap-vM, up to 16 vCPUB supported, 84-0t08.

Fortiwem-yMao1 FWB-YMEON FWEB-VMCO1 for contalner-based savkanments. Up to 25 Mbpe theoughput.

For¥Web-VMC02 FWB-VMCD2 FWE-VIICO2 for contalor-baced environments. Up to 100 Mbpa throughout,

PociWe-VMO04 FWB-VMCO4 FWB-VMCO4 for container-based envikonments, Up o 500 Mbps twoughput.

ForWah-VMGO0S FWB-vMCO8 FWB-VMCOS for containes-based Up to 2 Gops

Contrel w 10 FWB-CM-BASE FortiWeb Cantral Menagaer kcanse key, mansge up to 10 Fortiweb devices, YMware vSphers,

" b FWB-CM-UL Fortiweb Central Munager kcensa key, mshage unimited number of FortiWeh devioes, VMware vSphers.

The following SKUs adopt the annual subscription licensing scheme:

Product 0] Dascription
PoriWeb-VMOT-8 Btenderd FC1-10-WBVMS-916-02-DD Siconse for Fortiwet-VM (1 CPU) with Standard bundie included.
FortWe-VMO1-8 FC1-10-WBVMS-833-02-0D Subsc) #cense for Fortiweb-vi (1 CPU} with Advanced tundie includ
Portiveab-YM01-8 Bendard FO2-10-WBVMS-916-02-00D Heerse for Forthwen-VM (2 CPU) with Standard bundie included.
Foriiveb-YM03-8 Advanced FC2-10-WBVMS-833-02-DD Summ:lbn ficense for FortiWeb-VM (2 CPU) with Advancad bundle incluted.
FortWel-VMO4-8 Btanderd FC3-10-WBVMS-916-02-DD heensa for Fortiwah-VM {4 CPU) with Standard bundls included.
PordWeb-VMO4-§ FC3-10-WBVMS-633-02-DD licensas for Fortiweb-VM {4 CPL) with Advenced bundie ncludes.
i Wetbs FC4-10-WBVYMS-918-02-DD fcense lor Fortiweb-VM (8 CPU) with Standard bundie inckided.
ForkiWeb-ViMOS-§ FC4-10-WBVMS-833-02-DD licgrise Jor Fortiweb-VM (8 CPU) with Advariosd bundia inciuded.
Forfiweb-viM18-3 Randers FCE-10-WBVMS-916-02-D0 ficensa for FortiWab-vM (16 CPU} with Standsrd bundie included.
Fori¥eb-VM16-8 Advanosd

FC3-10-WBVMS-833-02-00

Sutiscription kcanss for Fortiweb-VM (18 CPU) with Advancad bundie includaed.

FEIRTINET.

www.fortinet.com
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o

Wark @1ainad I Rterme] b testn under KeM conditions, ac NUR] Derforinanas d Gther fRESNE MY VATY. NETWOR viiEDied, GHReTat ROk efviroReTty 434 Olher
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FERTINET.

FortiGate 100F Series

FG-100F and FG-101F

FiERTINET

ForuGste 1008

Highlights

Gartner Magic Quadrant
Leader for both Network
Firewalls and WAN Edge

Infrastructure.

Security-Driven
Networking FortiOS
delivers converged
networking and security.

State-of-the-Art
Unparalieled Performance
with Fortinet's patented /
SPU / vSPU processors.

Enterprise Security
with consolidated Al /
ML-powered FortiGuard
Services.

Deep Visibliity

into applications, users,
and devices beyond
traditional firewall
techniques.
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AI/ML Security and Deep Visibility

The FortiGate 100F Series NGFW combines Al-powered
security and machine learning to deliver Threat Protection
at any scale. Get deeper visibility into your network and see
applications, users, and devices before they become threats

Powered by a rich set of Al/ML security capabilities that extend into an integrated security
fabric platform, the FortiGate 100F Series delivers secure networking that is broad, deep, and
automated. Secure your network end to end with advanced edge protection that includes
web, content, and device security, while network segmentation and secure SD-WAN reduce
complexity and risk in hybrid IT networks.

Universal ZTNA automatically controls, verifies, and facilitates user access to applications,
reducing lateral threats by providing access only to validated users. Ultra-fast Threat
Protection and SSL Inspection provides security at the edge you can see without impacting

performance.
1Ps NGFW Threat Protection Interfaces $
2.6 Gbps 16 Gbps 1Gbps Muitiple GE RJ45, GE SFP and 10 GH/SFP+

slots

v
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Available in

Appliance

’ Virtual

Hosted
Cloud

PaN
T

Container

FortiOS Everywhere X

FortiOS, Fortinet's Advanced Operating System

FortiOS enables the convergence of high performing networking and security across the
Fortinet Security Fabric. Because it can be deployed anywhere, it delivers consistent and
context-aware security posture across network, endpoint, and multi-cloud environments.

FortiOS powers all FortiGate deployments whether a physical or virtual device, as a container,
or as a cloud service. This universal deployment model enables the consolidation of many
technologies and use cases into a simplified, singie policy and management framework. its
organically built best-of-breed capabilities, unified operating system, and ultra-scalability
allows organizations to protect all edges, simplify operations, and run their business without
compromising performance or protection.

FortiOS dramatically expands the Fortinet Security Fabric's ability to deliver advanced Al/
ML-powered services, inline advanced sandbox detection, integrated ZTNA enforcement,
and more, provides protection across hybrid deployment models for hardware, software, and
Software-as-a-Service with SASE.

FortiOS expands visibility and control, ensures the consistent deployment and enforcement of
security policies, and enables centralized management across large-scale networks with the
following key attributes:

» Interactive drill-down and topology viewers that display real-time status
e On-click remediation that provides accurate and quick protection against threats and abuses

* Unique threat score system correlates weighted threats with users to prioritize investigations

000C0O00CU

Intuitive easy to use view into the network and
endpoint vulnerabilities

Visibility with FOS Application Signatures

FortiConverter Migration Service

FortiConverter Service provides hassle-free migration to help organizations transition from a
wide range of legacy firewalls to FortiGate Next-Generation Firewalls quickly and easily.

The service eliminates errors and redundancy by employing best practices with advanced
methodologies and automated processes. Organizations can accelerate their network protection
with the latest FortiOS technology.
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FortiGuard Services L N
LoeL
Network and File Security

Services provide protection against network-based and file-based threats. This consists of
Intrusion Prevention {IPS) which uses Al/M modeis to perform deep packet/SSL inspection

to detect and stop malicious content, and apply virtual patching when a new vulnerability is
discovered. It also includes Anti-Malware for defense against known and unknown file-based
threats. Anti-malware services span both antivirus and file sandboxing to provide multi-
layered protection and are enhanced in real-time with threat intelligence from FortiGuard Labs.
Application Control enhances security compliance and offers real-time application visibility.

Web / DNS Security

Services provide protection against web-based threats including DNS-based threats, malicious
URLs (including even in emails), and botnet/command and control communications. DNS
filtering provides full visibility into DNS traffic while blocking high-risk domains, and protects
against DNS tunneling, DNS infiltration, C2 server ID and Domain Generation Algorithms (DGA).
URL filtering leverages a database of 300M+ URLs to identify and biock links to malicious sites
and payloads. IP Reputation and anti-botnet services prevent botnet communications, and
block DDoS attacks from known sources.

SaaS and Data Security

Services address numerous security use cases across application usage as well as overall
data security. This consists of Data Leak Prevention (DLP) which ensures data visibility,
management and protection (including blocking exfiltration) across networks, clouds, and
users, while simplifying compliance and privacy implementations. Separately, our Inline Cloud
Access Security Broker (CASB) service protects data in motion, at rest, and in the cloud.

The service enforces major compliance standards and manages account, user and cloud
application usage. Services also include capabilities designed to continually assess your
infrastructure, validate that configurations are working effectively and secure, and generate
awareness of risks and vulnerabilities that could impact business operations. This includes
coverage across loT devices for both loT detection and loT vulnerability correlation.

Zero-Day Threat Prevention

Zero-day threat prevention entails Fortinet’s Al-based inline malware prevention, our most
advanced sandbox service, to analyze and block unknown files in real-time, offering sub-
second protection against zero-day and sophisticated threats across all NGFWSs. The service
also has a built-in MITRE ATT&CK® matrix to accelerate investigations. The service focuses
on comprehensive defense by blocking unknown threats while streamlining incident response
efforts and reducing security overhead.

OT Security

The service provides OT detection, OT vulnerability correlation, virtual patching, OT signatures,
and industry-specific protocol decoders for overall robust defense of OT environments and
devices.
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a8 :
Secure Any Edge at Any Scale BT g

Powered by Security Processing Unit (SPU)
Traditional firewalls cannot protect against today’s content- and connection-based threats
because they rely on off-the-shelf hardware and general-purpose CPUs, causing a dangerous
performance gap. Fortinet’s custom SPU processors deliver the power you need—up to
520Gbps—to detect emerging threats and block malicious content while ensuring your network
security solution does not become a performance bottleneck.

Powered by Purpose-Built Secure SD-WAN ASIC SOC4

« Combines a RISC-based CPU with Fortinet’s proprietary Security Processing Unit (SPU)
content and network processors for unmatched performance

« Delivers industry’s fastest application identification and steering for efficient business
operations

= Accelerates IPsec VPN performance for best user-experience on direct internet access
= Enables best of breed NGFW Security and deep SSL inspection with high performance

« Extends security to access layer to enable SD-Branch transformation with accelerated and
integrated switch and access point connectivity

* Reduces environmental footprint by saving on average over 60% in power consumption
compared to previous generation of FortiGate models

FortiCare Services

Fortinet is dedicated to helping our customers succeed, and every year FortiCare Services
help thousands of organizations get the most from our Fortinet Security Fabric solution. Our
lifecycle portfolio offers Design, Deploy, Operate, Optimize, and Evolve services. Operate
services offer device-level FortiCare Elite service with enhanced SLAs to meet our customer’s
operational and availability needs. in addition, our customized account-level services provide
rapid incident resolution and offer proactive care to maximize the security and performangce
of Fortinet deployments.
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Use Cases

Next Generation Firewall (NGFW)
» FortiGuard Labs’ suite of Al-powered Security Services—natively integrated with your
NGFW—secures web, content, and devices and protects networks from ransomware and

sophisticated cyberattacks

» Real-time SSL inspection {including TLS 1.3) provides full visibility into users, devices, and
applications across the attack surface

* Fortinet’s patented SPU {Security Processing Unit) technology provides industry-ieading

high-performance protection

» FortiGate WAN Edge powered by one OS and unified security and management framework

Secure SD-WAN
DDD and systems transforms and secures WANs
» Delivers superior quality of experience and effective security posture for work-from-any
where models, SD-Branch, and cloud-first WAN use cases
* Achieve operational efficiencies at any scale through automation, deep analytics, and
self-healing
O0E 2 Universal ZTNA
:. e » Control access 1o applications no matter where the user is and no matter where the
DDD application is hosted for universal application of access policies
» Provide extensive authentications, checks, and enforce policy prior to granting application
access—every time
* Agent-based access with FortiClient or agentless access via proxy portal for guest or BYOD

» Dynamic segmentation adapts to any network topology to defiver true end-to-end

Segmentation
security—from the branch to the datacenter and across multi-cloud environments
» Ultra-scalable, low latency, VXLAN segmentation bridges physicat and virtual domains

with Layer 4 firewall rules
* Prevents lateral movement across the network with advanced, coordinated protection
from FortiGuard Security Services detects and prevents known, zero-day, and

unknown attacks

Lt LY
[}
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FortiGate 100F Series

FiZATINET.
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Dual Power Supplies

Iinterfaces

1. 1x USB Port
2. 1x Console Port
3. 2 x GE RJ45 MGMT/DMZ

Ports

N o o a

Slots

2 x GE RJ45 WAN Ports
2 x GE RJ45 HA Ports

12 x GE RJ45 Ports

2 x 10 GE SFP+ FortiLink

8. 4 x GE SFP Slots

8. 4 x GE RJ45/ SFP Shared
Media Pairs

Power supply redundancy is essential in the operation of mission-critical networks. The

FortiGate 100F Series offers dual built-in non-hot swappabie power supplies.

Access Layer Security

FortiLink protocol enables you to converge security and the network access by integrating
the FortiSwitch into the FortiGate as a logical extension of the NGFW. These Fortilink enabled

ports can be reconfigured as regular ports as needed.

84
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Ordering Information ~
~.CPL
Product SKU Description
FortiGate 100F FG-100F 22x GE RJ45 ports (including 2x WAN ports, 1x DMZ port, 1x Mgmt port, 2x HA ports, 16x switch
ports with 4 SFP port shared media}, 4 SFP ports, 2x 10 GE SFP+ FortiLinks, dual power supplies
) ) redundancy.
FortiGate 101F FG-10tF 22x GE RJ45 ports {including 2x WAN ports, 1x DMZ port, 1x Mgmt port, 2x HA ports, 16x switch

ports with 4 SFP port shared media), 4 SFP ports, 2x 10 GE SFP+ FortiLinks, 480GB onboard
storage, dual power supplies redundancy.

Optionsl Accessories SKU Description

1 GE SFP RMS Trensceiver Module FN-TRAN-GC 1 GE SFP RJ45 transceiver module for all systems with SFP and SFP/SFP+slots.

1 GE SFP SX Transceiver Module FN-TRAN-SX ' 1 GE SFP SX transceiver module for all systems with SFP and SFP/SFP+ siots,

1GE SFP LX Transcsiver Module  EN-TRANALX 1GE SFP LX transceiver module for all systems with SFP and SFP/SFP+ siots.

10 GE SFP+ RJ45 Transceiver Madule © FN-TRAN-SFP+GC 10 GE SFP+ RJ45 transceiver module for systerns with SFP+ slots.

10 GE SFP+ Transceiver Module, Short l!mgo‘ FN-TRAN-SFP+SR 10 GE SFP+ transcéiver module, short range for ait systems with SFP+ and SFP/SFP+ siots.

10 GE SFP+ Transceiver Module, Long Range FN-TRAN-SFP+LR 10 GE SFP+ transceiver module, long range for all systems with SEP+ and SFP/SEP+ slots.

10 GE SFP+ Transceivers, Extended Range v FN-TRAN-SFP+ER 10 GE SFP+ transceiver module, extended range for all systems with SFP+ and SFP/SFP+ slots.

10GE SFP+ Transceiver Module, 30 kin Long Range FN—TRAN—SFWEDH 1OGE SFP+ transceiver module, 30KM long rangé siﬁgle BiDi for systems with SFP+ and SFP/
SFP+ slots {connects to FN-TRAN-SFP+BD33, ordered separately).

.)GE SFP+ Transceiver Module, 30 km Long Range FN-TRAN-SFP+BD33 10GE SFP+ transceiver module, 30KM long rangé single BiDi for systems with SFP+ and SFP/

SFP+ slots {(connects to FN-TRAN-SFP+BD27, ordered separately).

10 GE SFP+ Passive Direct Attach Cable tm FN-CABLE-SFP+1 10 GE SFP+ passive direct attach cable, m for systems with SFP+ and SFP/SFP-+ siots.

10 GE SFP+ Passive Direct Attach Cable 3m FN-CABLE-SFP+3 10 GE SFP+ passive direct attach cable, 3m for systems with SFP+ and SFP/SFP+ siots.

10 GE SFP+ Passive Direct Attach Cabls Sm FN-CABLE-SFP+5 10 GE SFP+ passive direct attach cable, Sm for systems with SFP+ and SFP/SFP+ siots.

mmn
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Subscriptions

Service Offering

FortiGuard Secawity  IPS Service

SD-WAN and SASE

NOC and SOC
Services

Ani-Malware Protection (AMP) — Antivirus, Mobile Malware, Botnet,
CDR, Virus Outbresk Protection and FortiSandbox Cloud Service

URL, DNS & Video Flitering Service
Amti-Spemn

Al-besed inline Melwars Prevention Service
Data Loss Prevention Service *

OT Security Service (OT Detection, OT Vulnershility correlstion, Virtual
Patching, OT Signaturs / Protocol Decoders) '

Appiication Control

CASS SaaS Control

SD-WAN Underiay Bandwidth and Quelity Monitoring Service

SD-WAN Overiay-as-a-Service for SaaS-besed overiey network
provisioning
SD-WAN Connector for FortiSASE Securs Private Access

FortiSASE subscription including cloud management and 10Mbps
bandwidth icense *

FortiGuard Attack Surface Security Service (loT Detection, loT
Vuinerability Correlation, and Security Rating Updates) *

FortiConverter Service
Managed FortiGete Service
FortiGate Cloud (SMB Logging + Cloud Management)

FortiAnalyzer Cloud
FortiAnalyzer Cloud with SOCaaS

FortiGuard Bundies

. '\:\/ ) .

/ux_,_ng- o

I ‘=
P-4

A

ARt

included with FortiCare Subscription
included with FortiCare Subscription

included with FortiCare Subscription

1. Fult features available when running FortiOS 7.4.1
2, Desktop Models only

FortiGuard Labs delivers a number of security intelfigence services to augment the FortiGate firewal! platform.
You can easily optimize the protection capabilities of your FortiGate with one of these FortiGuard Bundies.

FortiCare Efite

FortiCare Elite offers enhanced SLAs and quick issue resolution through a dedicated support team. it provides
single-touch ticket handling, extended Extended End-of-Engineering-Support for 18 months, and access to the

new FortiCare Elite Portal for a unified view of device and security healith.

fo
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Fortinet CSR Policy

Fortinet is committed to driving progress and sustainability for all through cybersecurity,
with respect for human rights and ethical business practices, making possible a digital
world you can always trust. You represent and warrant to Fortinet that you will not

use Fortinet’s products and services to engage in, or support in any way, violations

or abuses of human rights, including thase involving illegal censorship, surveiliance,
detention, or excessive use of force. Users of Fortinet products are required to comply
with the Fortinet EULA and report any suspected violations of the EULA via the
procedures outlined in the Fortinet Whistleblower Policy.

E:EHTInET. www.fortinet.com

Copyright © 2023 Fortinet, Inc. AR rights reserved. Fortinet”, FortiGate”, FartiCare® and FortiGuard”, snd cortain other marks sre registerad trademerks of Forinet, inc., and other Fortinet netmes hessin mi

. sy 3130 be ndfor iow tragemeris of N
OF COMPANY Nemes may be of thek L 8 ot other metrics contsined herein were sttainad in internel e tests under ideel w o varan  ocomerts s oter
conditions may atfact performence msults. Niothing herain represents any binding by Fortines, s o ‘whether express of impliad, sucept to the estent Fortinet enters 8 binding written contract, signed by Fortinets Ganarsl
thet expreasly waants that the identified product wit perform eccording to certsin expressiy-identified performence metrics snd, in such ewent, only the specific perkrmance metrics axpressly identified n such binding writtsn comract binding
Such werrenty will be ienited to pi nthe Idesl 8 In Fortinets Internal ieh tests. Fortinet diecielms in tull anvy ord s -
revisa this publication wRhout notice, anc the mast cusent version of the publication shall be appicsbie.

October 17, 2023
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FortiGate 400k Series

FG-400E, FG-401E, and FG-401E-DC

et
Highlights AI/ML Security and Deep Visibility
Gartner Magic Quadrant The FortiGate 400E Series NGFW combines Al-powered

Leader for both Network
Firewalls and WAN Edge
Infrastructure.

Security-Driven
Networking FortiOS
delivers converged
networking and security.

State-of-the-Art
Unparalieled Performance
with Fortinet’s patented /
SPU / vSPU processors.

Enterprise Security
with consolidated Al /
ML-powered FortiGuard
Services.

Deep Visibility

into applications, users,
and devices beyond
traditional firewall
techniques.

security and machine learning to deliver Threat Protection
at any scale. Get deeper visibility into your network and see
applications, users, and devices before they become threats.

Powered by a rich set of AI/ML security capabilities that extend into an integrated security
fabric platform, the FortiGate 400F Series delivers secure networking that is broad, deep, and
automated. Secure your network end to end with advanced edge protection that includes
web, content, and device security, while network segmentation and secure SD-WAN reduce
complexity and risk in hybrid IT networks.

Universal ZTNA automatically controls, verifies, and facilitates user access to applications,
reducing lateral threats by providing access only to validated users. Ultra-fast Threat
Protection and SSL Inspection provides security at the edge you can see without impacting
performance.

iPs NGFW Threat Protection inmterfaces

Multiple GE RJ45 and GE SFP Slots |
DC Variant

5 Gbps

7.8 Gbps 6 Gbps

-/Q) 189
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FortiOS Everywhere lnrs

FortiOS, Fortinet's Advanced Operating System
FortiOS enables the convergence of high performing networking and security across the

Fortinet Security Fabric. Because it can be deployed anywhere, it delivers consistent and

Available in context-aware security posture across network, endpoint, and multi-cloud environments.

FortiOS powers all FortiGate deployments whether a physical or virtual device, as a container,

or as a cloud service. This universal depioyment mode! enables the consolidation of many
technologies and use cases into a simplified, single policy and management framework. Its

organically built best-of-breed capabilities, unified operating system, and ultra-scalability

Appliance allows organizations to protect all edges, simplify operations, and run their business without
compromising performance or protection.
FortiOS dramatically expands the Fortinet Security Fabric's ability to deliver advanced Al/
Deceene ML-powered services, inline advanced sandbox detection, integrated ZTNA enforcement,
and more, provides protection across hybrid deployment models for hardware, software, and
. Virtual Software-as-a-Service with SASE.
FortiOS expands visibility and control, ensures the consistent deployment and enforcement of
security policies, and enables centralized management across large-scale networks with the
following key attributes:
Hosted * Interactive drill-down and topology viewers that display real-time status
oste
= On-click remediation that provides accurate and quick protection against threats and abuses
» Unique threat score system correlates weighted threats with users to prioritize investigations
Cloud
P
il
Container
Intuitive easy to use view into the network and Visibility with FOS Application Signatures
endpoint vulnerabilities
FortiConverter Migration Service
FortiConverter Service provides hassle-free migration to help organizations transition from a
wide range of legacy firewalls to FortiGate Next-Generation Firewalls quickly and easily.
The service eliminates errors and redundancy by employing best practices with advanced
methodologies and automated processes. Organizations can accelerate their network protection
with the latest FortiOS technology.
Ll LY
- 2
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FortiGuard Services S
Network and File Security

Services provide protection against network-based and file-based threats. This consists of
Intrusion Prevention (IPS) which uses Al/M models to perform deep packet/SSL inspection

to detect and stop malicious content, and apply virtual patching when a new vuinerability is
discovered. It also inciudes Anti-Malware for defense against known and unknown file-based
threats. Anti-malware services span both antivirus and file sandboxing to provide muilti-
layered protection and are enhanced in real-time with threat intelligence from FortiGuard Labs.
Application Control enhances security compliance and offers real-time application visibility.

Web / DNS Security

Services provide protection against web-based threats including DNS-based threats, malicious
URLs {including even in emails), and botnet/command and control communications. DNS
filtering provides full visibility into DNS traffic while blocking high-risk domains, and protects
against DNS tunneling, DNS infiltration, C2 server ID and Domain Generation Algorithms {DGA).
URL filtering leverages a database of 300M+ URLs to identify and block links to malicious sites
and payloads. IP Reputation and anti-botnet services prevent botnet communications, and
biock DDoS attacks from known sources.

Saa$ and Data Security

Services address numerous security use cases across application usage as well as overall
data security. This consists of Data Leak Prevention {DLP) which ensures data visibility,
management and protection (including blocking exfiltration) across networks, clouds, and
users, while simplifying compliance and privacy implementations. Separately, our Inline Cloud
Access Security Broker (CASB) service protects data in motion, at rest, and in the cloud.

The service enforces major compliance standards and manages account, user and cloud
application usage. Services also include capabilities designed to continually assess your
infrastructure, validate that configurations are working effectively and secure, and generate
awareness of risks and vulnerabilities that could impact business operations. This includes
coverage across 10T devices for both loT detection and loT vulnerability correlation.

Zero-Day Threat Prevention

Zero-day threat prevention entails Fortinet’s Al-based inline malware prevention, our most
advanced sandbox service, to analyze and block unknown files in real-time, offering sub-
second protection against zero-day and sophisticated threats across all NGFWs. The service
also has a built-in MITRE ATT&CK® matrix to accelerate investigations. The service focuses
on comprehensive defense by blocking unknown threats while streamlining incident response
efforts and reducing security overhead.

OT Security

The service provides OT detection, OT vulnerability correlation, virtual patching, OT signatures,
and industry-specific protocol decoders for overall robust defense of OT environmentsjand
devices.
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Secure Any Edge at Any Scale

Powered by Security Processing Unit (SPU)

B

Traditional firewalis cannot protect against today’s content- and connection-based threats
because they rely on off-the-shelf hardware and general-purpose CPUs, causing a dangerous
performance gap. Fortinet’s custom SPU processors deliver the power you need—up to
520Gbps—to detect emerging threats and biock malicious content while ensuring your network
security solution does not become a performance bottieneck.

ASIC Advantage

Network Processor 8 NP6

Fortinet’s new, breakthrough SPU NP6
network processor works inline with FortiOS
functions delivering:

Content Processor 9 CP9

Content Processors act as co-processors
to offload resource-intensive processing
of security functions. The ninth generation

of the Fortinet Content Processor, the
CP, accelerates resource-intensive SSL
{inciuding TLS 1.3) decryption and security
functions while delivering:

» Superior firewall performance for IPv4/IPv6,
SCTP and multicast traffic with ultra-low
latency

* VPN, CAPWAP and IP tunnel acceleration

* Anomaly-based intrusion prevention,
checksum offload, and packet
defragmentation

= Pattern matching acceleration and
fast inspection of real-time traffic for
application identification

* |PS pre-scan/pre-match, signature
correlation offioad, and accelerated
antivirus processing

« Traffic shaping and priority queuing

FortiCare Services

Fortinet is dedicated to helping our customers succeed, and every year FortiCare Services
help thousands of organizations get the most from our Fortinet Security Fabric solution. Our
lifecycle portfolio offers Design, Deploy, Operate, Optimize, and Evolve services. Operate
services offer device-level FortiCare Elite service with enhanced SLAs to meet our customers
operational and availability needs. In addition, our customized account-level services provide
rapid incident resolution and offer proactive care to maximize the security and performance
of Fortinet deployments.

o,
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Use Cases e
Next Generation Firewall (NGFW)

» FortiGuard Labs’ suite of Al-powered Security Services—natively integrated with your
NGFW—secures web, content, and devices and protects networks from ransomware and

sophisticated cyberattacks

» Real-time SSL inspection (including TLS 1.3) provides full visibility into users, devices, and
applications across the attack surface

= Fortinet’s patented SPU {Security Processing Unit) technology provides industry-ieading
high-performance protection

Secure SD-WAN

» FortiGate WAN Edge powered by one OS and unified security and management framework
and systems transforms and secures WANs

* Delivers superior quality of experience and effective security posture for work-from-any
where models, SD-Branch, and cloud-first WAN use cases

* Achieve operational efficiencies at any scale through automation, deep analytics, and
self-healing

Universal ZTNA

» Control access to applications no matter where the user is and no matter where the
application is hosted for universal application of access policies

= Provide extensive authentications, checks, and enforce policy prior to granting application
access—every time

* Agent-based access with FortiClient or agentiess access via proxy portal for guest or BYOD

Segmentation
* Dynamic segmentation adapts to any network topology to deliver true end-to-end
security—from the branch to the datacenter and across multi-cloud environments

* Ultra-scalable, low latency, VXLAN segmentation bridges physical and virtual domains
with Layer 4 firewall rules

¢ Prevents lateral movement across the network with advanced, coordinated protection
from FortiGuard Security Services detects and prevents known, zero-day, and
unknown attacks

0
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Hardware

FortiGate 400E Series
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interfaces

2 x USB Ports

1x Console Port

2 x GE RJ45 MGMT/HA Ports
16 x GE RJ45 Ports

16 x GE SFP Slots

oos woe oo

Hardware Features
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FortiGate 400E Series

Subscriptions

FortiGuard Security
Services

SD-WAN and SASE

NOC and SOC

Hardwars and
Softwars Support

Base Services

Service Offering
PS Service

Anti-Malware Protection (AMP) — Antivirus, Mobils Malwars, Botnet,
CODR, Virus Outbreek Protection and FortiSandbox Cloud Service

URL, DNS & Video Filtering Service
Ant-Spam

Al-bassd inline Malware Prevention Service
Data Loss Prevention Servics '

OT Security Servics (OT Detection, OT Vuinersbiiity correlation, Virtust
Patching, OT Signeture / Protocol Decoders) *

Application Control

CASB SaaS Control

SD-WAN Underiey Bandwidth and Quality Monitoring Service

SD-WAN Overiay-as-a-Service for SeaS-besed averiey network
provisioning

SD-WAN Connector for FortiSASE Secure Private Access
FortiSASE subscription including cloud menagement snd 10Mbps
bandwidth icense 2

FortiGuard Attack Surface Security Servics (10T Detection, loT
Vuinerability Correlation, and Security Rating Updates) *
FortiConverter Servics

Managed FortiGate Service

FortiGats Cloud (SMB Logging + Cloud Management)
FortiAnelyzer Cloud

FortiAnelyzer Clowd with SOCasS

FortiGuani S0CaaS

FortiCare Essentials

FortiCare Premium

FortiCare ElRe

Intsmet Service (SeeS) DB Updates
Geol® DB Updates

Trusted Certificate DB Updates
DONS (v4/v8) Service

included with FortiCare Subscription

inciuded with FortiCare Subscription

included with FortiCare Subscription

1. Full features available when nunning FortiOS 7.4
2, Desktop Models only

FortiGuard Labs delivers a number of security intelligence services to augment the FortiGate firewall platform.,
You can easily optimize the protection capabilities of your FortiGate with one of these FortiGuard Bundles.

FortiCare Elite

FortiCare Elite offers enhanced SLAs and quick issue resolution through a dedicated support team. It provides
single-touch ticket handling, extended Extended End-of-Engineering-Support for 18 months, and access to the
new FortiCare Elite Portal for a unified view of device and security health.
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Fortinet CSR Policy

Fortinet is committed to driving progress and sustainability for all through cybersecurity,
with respect for human rights and ethical business practices, making possible a digital
world you can always trust. You represent and warrant to Fortinet that you will not

use Fortinet’s products and services to engage in, or support in any way, violations

or abuses of human rights, including those involving illegal censorship, surveillance,
detention, or excessive use of force. Users of Fortinet products are required to comply
with the Fortinet EULA and report any suspected violations of the EULA via the
procedures outlined in the Fortinet Whistleblower Policy.

F:::HTII'IET www.fortinet.com
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