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PREGÃO PRESENCIAL N° 28/2023 ANEXO II
MODELO DE PROPOSTA DE PREÇOS

À ASSEMBLEIA LEGISLATIVA DO ESTADO DA PARAíBA

Proposta para atendimento do objeto destinado a Assembleia Legislativa da Paraíba, em
conformidade com o Edital de Pregão Presencial nO 28/2023, autorizado pelo Processo
Administrativo n?3244/2023.

Para tanto, oferecemos a este Poder Legislativo o preço para o item abaixo,
observadas as exigências e especificações de que tratam o ANEXO I - TERMO DE
REFERÊNCIA.

Valor Valor Valor
LOTE ITEM Descrição serviço Qtd Unidade Unitário

Total Total
Mensal Anual

Solução de Segurança de Redes
NGFW
TIPO 1 com 60 meses de atualização-- de

01 firmware, atualização automática
bases de dados, suporte e garantia 02 Assinatura R$ 3.045,00 R$ 6.090,00 R$ 73.080,00
do fabricante. \.

FABRICANTE:FORTINET
MODELO: FG-100F
Atendendo todos os itensdo termo de
referência
Solução de Segurança de Redes
NGFW
TIPO 2 com 60 meses de atualização
de

02 firmware, atualização automática
de

02 Assinatura R$ 1.815,00 R$ 3.630,00 R$ 43.560,00bases de dados, suporte e garantia
do fabricante.
FABRICANTE:FORTINET
MODELO: FG-60F
Atendendo todos os itens do termo de
referência

02 Serviços de solução de controle

"
de acesso a rede (NAC) com 60
meses de

03 atualização de firmware,
atualização
automática de bases de dados, 01 Assinatura R$ 14.700,00 R$ 14.700,00 R$ 176.400,00suporte
e garantia do fabricante.
FABRICANTE:FORTINET
MODELO: FWB-400E
Atendendo todos os itens do termo de
referência
Solução de segurança de
aplicações
WEB e APl - Firewall de
Aplicação

04 (WAF) com 60 meses de atualização
de
firmware, atualização automáticaP1 f,ssinatura R$ 2.680,00 R$ 2.680,00 R$ 32.160,00
bases de dados, suporte e garantia
do fabricante.
FABRICANTE:FORTINET
MODELO: FNC-CA-VM

V-D Atendendo todos os itens do termo de
referência

~V VALORES TOTAIS MENSAL EANUAL DO LOTE II R$ 27.100,00 R$ 325.200,00

#Classificação:Externo
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. \~ Visto ]/A validade da presente proposta é de 60 (sessenta) dias corridos, contados da silif~ _fj/
abertura, observado o disposto no caput e parágrafo único do art. 110 da Lei no 8.666/93. ",,~ _/

Os preços ofertados já incluem a entrega e retirada dos itens no local determinado.

Informamos, por oportuno, que no preço estão incluídos todos os custos diretos e indiretos
para o perfeito fornecimento do objeto, inclusive os encargos da legislação social,
trabalhista, previdenciária, englobando tudo o que for necessário para a execução total e
completa do objeto licitado, conforme especificações constantes no Edital e seus Anexos.

Os dados da nossa empresa são:

NS CNPJ: 04.892.991/0001-15

114 892 991/0001-1?
TELTEC SOLUTIONS LTDA

Rua: Miguel Daux, 100

COQUEIROS - CEP 88080-220
FLORIANÓPOLlS - SCL

Declaramos, para todos os fins, que o fornecimento do objeto se dará de acordo com
as especificações definidas nesta proposta e respeitando o estabelecido no Edital e
seus Anexos.

João Pessoa, 12 de dezembro de 2023.

Lucas Silvino da Silva
RG 2509339 SSP/PB CPF 051.748.624-52

tClassificação:ExternoImpresso por fbarbosa2 em 07/02/2024 10:27. Validação: 269A.BE02.B529.8380.FC18.ED81.647C.88CD. 
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PREGÃO PRESENCIAL N° 28/2023 ANEXO II
MODELO DE PROPOSTA DE PREÇOS

A ASSEMBLEIA LEGISLATIVA DO ESTADO DA PARAlBA

Proposta para atendimento do objeto destinado a Assembleia Legislativa da Paraíba, em
conformidade com o Edital de Pregão Presencial nO 28/2023, autorizado pelo Processo
Administrativo nO 324412023. ~.

Para tanto, oferecemos a este Poder Legislativo o preço para o item abaixo, observadas (_
as exigências e especificações de que tratam o ANEXO 1- TERMO DE REFERÊNCIA.

Valor
Valor Valor

LOTE ITEM Descrição serviço Qtd Unidade Unitário
Total Total

Mensal Anual
Solução de Segurança de Redes
NGFW
TIPO 1 com 60 meses de atualização
de

01 finnware, atualização automática
de 02 jAssinatur.:~$ 11.000,00 ~$ 22.000,00 IR$264.000,00bases de dados, suporte e garantia

do fabricante. .s-: /

FABRICANTE:FORTINET ,c'

MODELO: FG-100F í

Atendendo todos os itensdo termo de
referência
Solução de Segurança de Redes
NGFW
TIPO 2 com 60 meses de atualização
de

02 finnware, atualização automática
de

02 iAssinatur.:~$6.000,00 ~$12.000,00 ~$ 144.000,00bases de dados, suporte e garantia
do fabricante.
FABRICANTE:FORTINET / ./MODELO: FG-6OF f

Atendendo todos os itensdo termo de
referência

02 Serviços de solução de controle
de acesso a rede (NAC) com 60
meses de

03 atualização de finnware,
atualização
automática de bases de dados, 01 ~rc; R$ 16.000,00 R$ 16.000,00 R$ 192.000,00suporte
e garantia do fabricante. -:FABRICANTE:FORTINET
MODELO: FWB-400E
Atendendo todos os itens do termo de
referência
Solução de segurança de
aplicações
WEB e APl - Firewall de
Aplicação

04 (WAF) com 60 meses de atualização
de
finnware, atualização automática P1 ~inaturc; ~$3.500,OO ~$ 3.500,00 IR$42.000,00de
bases de dados, suporte e garantia /\
do fabricante. ~
FABRICANTE:FORTINET -: VMODELO: FNC-CA-VM /

Atendendo todos os itensdo termo de
referência

VALORES TOTAIS MENSAL E ANUAL DO LOTE U ~$ 53.500,00 ~$ 642.000,00

Impresso por fbarbosa2 em 07/02/2024 10:27. Validação: 269A.BE02.B529.8380.FC18.ED81.647C.88CD. 
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A validade da presente proposta é de 60 (sessenta) dias corridos, contados da su~o \ ,~.0 ..4~>
abertura, observado o disposto no caput e parágrafo único do art. 110 da lei no 8.666/93/':'_:f_:_~~/ i

Os preços ofertados já incluem a entrega e retirada dos itens no local determinado. (____---

Informamos, por oportuno, que no preço estão incluídos todos os custos diretos e indiretos
para o perfeito fornecimento do objeto, inclusive os encargos da legislação social,
trabalhista, previdenciária, englobando tudo o que for necessário para a execução total e
completa do objeto licitado, conforme especificações constantes no Edital e seus Anexos.

Os dados da nossa empresa são:

EMPRESA: TEl TEC SOlUTlONS CNPJ: 04.892.99110001-15
lIDA
INSCRICAO ESTADUAL: 254.353.290 INSCRIÇAO MUNICIPAL: 417.510-7 r :>
OPTANTE PELO SIMPLES: MAO
ENDERECO: RUA MIGUEL DAUX, 100 - COQUEIROS - FlORIAN_QPOLIS/SC
FONE/FAX: (48) 3031-3450 I (65) 98126-6811
E-MAIL: '. SITE: L-

o,. .. .:.. ',.",
DADOS BANCARIOS

BANCO: BRASIL AG~CIA.: 3077-5 1CONTA: 7555-8

~4 892991/0001-1?
TELTEC SOLUTIONS LTDA

Rua: Miguel Daux, 100

COQUEIROS- eEP 88080-220
FLORIANÓPOLlS - se ....JL

Declaramos, para todos os fins, que o fornecimento do objeto se dará de acordo com
as especificações definidas nesta proposta e respeitando o estabelecido no Edital e
seus Anexos.

João Pessoa, 12 de dezembro de 2023.

. Lucas Silvino da Silva
RG 2509339 SSP/PB CPF 051.748.624-52
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FG-60F, FG-61F, FWF-60F, and FWF-61F

.".P:::::=:-:= == E/i!i!: _.F===I.. _ • -_--_ .... E5::'-....11""-::

Fe:!RTlnEt:
FortiGate 60F

rCl!.':>t
'1 I 4 5 A 1a.JWt1WMU

•••••••••• LIIIIMC'I..............,. srAtUS *'
•••

Highlights

Gartner MagIcQuadrant
Leader for both Networ1<
Firewalls and SO-WAN.

Securlty-Drlven
_ Networklng with FortiOS
• delivers converged

networking and security.

Unparallelad Performance
with Fortinet's patented
SoC processors.

Enterprfse Secwtty
with consolldated AlI
ML-powered FortiGuard
Services.

SlmpllfledOperatlons
wlth centrallzed
management for
networklng and security,
automatlon, deep analytics,
and self-healing.

Converged Next-Generation Firewall (NGFW) and SD-WAN

The FortiGate Next-Generation Firewall 60F series is ideal for
building security-driven networks at distributed enterprise
sites and transforming WAN architecture at any scale.

Wíth a rich set of AI/Ml-based FortiGuard security services and our integrated Security Fabric
platform, the FortiGate FortiWiFi 60F series delivers coordinated, automated, end-to-end
threat protection across ali use cases.

FortiGate has the industry's first integrated SD-WAN and zero-trust network access (ZTNA)
enforcement within an NGFW solution and is powered by one OS. FortiGate FortiWiFi 60F ~i

automatically controls, verifies, and facilitates user access to applications, delivering
consistency with a seamless and optimized user experience.

IPS NGFW

1.4 Gbps 700 Mbps Multiple GERJ45 IVariants wlth internal
storage IWiFi variants

1Gbps
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FortlGate FortlWiFl60F Sanes

FortiOS. Fortinet's ~ Operating System

FortiOS enables the convergence of high performing networking and security across the
Fortinet Security Fabric. Because it can be deployed anywhere, it delivers consistent and
context-aware security posture across network, endpoint, and multi-cloud environments.

FortiOS powers ali FortiGate deployments whether a physical or virtual device, as a
container, or as a cloud service. This universal deployment model enables the consolidation
of many technologies and use cases into organically built best-of-breed capabilities, unified
operating system, and ultra-scalability. The solution allows organizations to protect ali edges,
simplify operations, and run their business without compromising performance or protection.

FortiOS dramatically expands the Fortinet Security Fabric's ability to deliver advanced AI/ML­
powered services, inline advanced sandbox detection, integrated ZTNA enforcement, and
more. It provides protection across hybrid deployment models for hardware, software, and
Software-as-a-Service with SASE.

FortiOS expands visibility and control, ensures the consistent deployment and enforcement
of a simplified, single policy and management framework. Its security policies enable
centralized management across large-scale networks with the following key attributes:

• Interactive drill-down and topology viewers that display real-time status

• On-click remediation that provides accurate and quick protection against threats and abuses

• Unique threat score system correlates weighted threats with users to prioritize investigations

FortiOS Everywhere

Avallabla ln

....•.•...,
Appliance

.........· .···· .· .· ..........
Virtual

Hosted

Cloud

IDÊWl
Container

Intuitive easy to use view into the network and
endpoint vulnerabilities

FortIConverter Service

Visibility with FOSApplication Signatures

FortiConverter Service provides hassle-free migration to help organizations transition from a
wide range of legacy firewalls to FortiGate Next-Generation Firewalls quickly and easily.
The service eliminates errors and redundancy by employing best practices with advanceo
methodologies and automated processes. Organizations can accelerate their network prot1tion
with the latest FortiOS technology. ~

••• f• • 2....

j\\)
---
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FortlGate FortiWiFl60F Serias DataSheet

FortiGuard Services

Network and fie Security

Services provide protection against network-based and file-based threats. This consists of
Intrusion Prevention (lPS) which uses AI/M models to perform deep packet/SSL inspection
to detect and stop malicious content, and apply virtual patching when a new vulnerability is
discovered. It also includes Anti-Malware for defense against known and unknown file-based
threats. Anti-malware services span both antivirus and file sandboxing to provide multi­
layered protection and are enhanced ln real-time with threat intelligence from FortiGuard Labs.
Application Control enhances security compliance and offers real-time application visibility.

Web I DNS Securily

Services provide protection against web-based threats including DNS-based threats, malicious
URLs (including even in emails), and botnet/command and control communications. DNS
filtering provides fuI! visibility into DNS traffic while blocking high-risk domains, and protects
against DNS tunneling, DNS infiltration, C2 server ID and Domain Generation Algorithms (DGA).
URL filtering leverages a database of 300M+ URLs to identify and block links to malicious sites
and payloads. IP Reputation and anti-botnet services prevent botnet communications, and
block DDoS attacks from known sources.

SaaS andData Securily

Services address numerous security use cases across application usage as well as overall
data security. This consists of Data Leak Prevention (DLP) which ensures data visibility,
management and protection (including blocking exfiltration) across networks, clouds, and
users, while simplifying compliance and privacy implementations. Separately, our Inline Cloud
Access Security Broker (CASB) service protects data in motion, at rest, and in the cloud.
The service enforces major compliance standards and manages account, user and cloud
application usage. Services also include capabilities designed to continually assess your
infrastructure, validate that configurations are working effectively and secure, and generate
awareness of risks and vulnerabilities that could impact business operations. This includes
coverage across 10Tdevices for both 10Tdetection and 10Tvulnerability correlation.

Zero-Day lbreat Prevention
Zero-day threat prevention entails Fortinet's AI-based inline malware prevention, our most
advanced sandbox service, to analyze and block unknown files in real-time, offering sub­
second protection against zero-day and sophisticated threats across ali NGFWs. The service \
also has a bunt-ín MITREATT&CK®matrix to accelerate investigations. The service focuses
on comprehensive defense by blocking unknown threats while streamlining incident response
efforts and reducing security overhead.

OTSecurity

The service provides OT detection, OT vulnerability correlation, virtual patching, OT signatures,
and industry-specific protocol decoders for overall robust defense of OT environments nd
devices .

3
.....• ••••
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FortlGate FortiWlFi 60F Serias

Secure Any Edge at Any Scale

••••••••
PoW8I8d by Security Proc:essing Unit (SPU)

Traditional firewalls cannot protect against today's content- and connection-based threats
because they rely on off-the-shelf hardware and general-purpose CPUs. causing a dangerous
performance gap. Fortinet's custom SPU processors deliver the power Vou need-up to
52OGbps-to detect emerging threats and block malicious content white ensuríng your network
security solution does not become a performance bottleneck.

SPU

ASIC Advantage

Secura SD-WAN ASIC SOC4

• Combines a RISC-based CPU with Fortinet's proprietary Security Processing Unit (SPU)
content and network processors for unmatched performance

• Delivers industry's fastest application identification and steering for efficient business
operations

• Accelerates IPsec VPN performance for best user experience on direct internet access

• Enables best of breed NGFWSecurity and Deep SSllnspection with high performance

• Extends security to access layer to enable SD-Branch transformation with accelerated and
integrated switch and access point connectivity

FortiCant Services
Fortinet is dedicated to helping our customers succeed, and every year FortiCare Services
help thousands of organizations get the most from our Fortinet Security Fabric solution. Our
lifecycle portfolio offers Design, Depíoy,Operate. Optimize, and Evolve services. Operate
services offer device-Ievel FortiCare Elite servi ce with enhanced SlAs to meet our customer's
operational and availability needs. ln addition, our customized account-Ievel servi ces provide
rapid incident resolution and offer proactive care to maximize the security and performance
of Fortinet deployments.

•••

rAJ
• • 4•••

~.
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FortlGate FortIWiFl60F Sanes DataSheet

Use Cases

Next Generatlon Flrewall (NGFW)

• FortiGuard Labs' suite of AI-powered Security Services-natively integrated with your
NGFW-secures web, content, and devices and protects networks from ransomware and
sophisticated cyberattacks

• Real-time SSL inspection (including TLS 1.3) provides full visibility into users, devices, and
applications across the attack surface

• Fortinet's patented SPU (Security Processing Unit) technology provides industry-Ieading
high-performance protection

~.
Ct::l[]

Secure SD-WAN

• FortiGate WAN Edge powered by one OS and unified security and management framework
and systems transforms and secures WANs

• Delivers superior quality of experience and effective security posture for work-from-any
where models, SD-Branch, and cloud-first WAN use cases

• Achieve operational efficiencies at any scale through automation, deep analytics, and
self-healing

~.
COC

UnhrentaI ZTNA

• Control access to applications no matter where the user is and no matter where the
application is hosted for universal application of access policies

• Provide extensive authentications, checks, and enforce policy prior to granting application
access - every time

• Agent-based access with FortiClient or agentless access via proxy portal for guest or BYOD

ENTERPRISE
BRANCH

....• •.... 5

Impresso por fbarbosa2 em 07/02/2024 10:27. Validação: 269A.BE02.B529.8380.FC18.ED81.647C.88CD. 
Proposta e Anexos - Teltec Solutions Ltda. Doc. 114754/23. Data: 21/12/2023 20:12. Responsável: Jose E. A. de Oliveira.

159

159



FortlGate FortiWiFl 60F Series DataSheet

Hardware
FortiGate FortIWiR 8OF/81F

---.... .-.• J ~ •• A • _..........-..........-
F5:aRTlnET.

B---A 4

Interfaces

1. 1 x USB Port

2. 1x Console Port

3. 2 x GE RJ45 WAN Ports

4. 1 x GE RJ45 DMZ Port

5. 2 x GE RJ45 FortiLink Ports

6. 5 x GE RJ45 Internal Ports

--------------------.~II~
-DC+1ZV u. ~ __ ..

----------------------~ f. "') """ I > ~H, ~.................... ,

~ ) ,,_~ I. , ~ , ~~.< ., N ~ ")O '''".................... \

o IoI I
o o

Hardware Features

Compact and Reliabla Fonn Factor

Designed for small environments, you can place it on a desktop or wall-mount it. It is small,
lightweight, yet highly reliable with a superior MTBF (Mean Time Between Failure), minimizing
the chance of a network disruption.

Access Layer Security

FortiLink protocol enables you to converge security and the network access by integrating
the FortiSwitch into the FortiGate as a logical extension of the NGFW.These FortiLink enabled
ports can be reconfigured as regular ports as needed.

..... }• • 6....

~

~
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FortiGate FortIWiFl60F Serias -\S' ;Data Sheet,(:) IJ-'I/~

Specifications
FORTIGATE60F FORTlGATE61F FORTIWIFI60F FORTlWIFI61F

Openotlng ~_ anel CertIfIcd_

Powwbtlng

PowwhqulNd
Mllxlmurn c-t

"!-'~ ~/U.xImurn)
HuI; OIsIIpdan

ap.mIng Tempereture

StarIg. T_permn
Humldity
NoI.. UwI

()penImg AltItude

~
CertlfiClltlons

10.17W 112.43 W

42.4 BTUlhr

•••• ••••

12Vdc,3A

Powered by External oe PoWIBr Adapter, l00-240V JoC, 50/60 Hz
100Vac/1.0A, 240Vac/0.6A

17.2W 118.7W 17.2W/l&7W

63.8 BTUlhr42.4 BTUlhr
32"-104°F (oo_4QDC)

-31°-158°F (-35°-700c)

Humidity 10"--90" non-condensing

Fanlesso dBA
Up to 7400 fi (2250 m)

FCC, ICES, CE, ReM, VCCI, BSMI,UlIcUl, CB

USGv6IIPv6

17.5W 119.0W

64.8 BTUlhr

8
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FortiGate FortIWlFl60FSerias DataSheet

Subscriptions

ServIr:ec..gory 0tf8rIng

~s-tly .....
s.rvtc. AnIl PnIIecdan (AW)-AnIIvIrua 8alMt.

COR. vn.OuIIn*PraIection .... foi CIoud ....

UIIL, DNS &Yw.oFllilmg.....
AnIi-......

~ ............. P1._dIcwI....

HOC8IIdSOC..,...

•••• ••••

OTs-ntyServlce (aro..ctIan, arvw...., c:onwIoo ...... VIrtual
Pn:Iq.ar ...... 'Pr-.lDec:o*s),
AppIk:edan CanInII

CASB .... ConInII

SD-WANu....tIIr .............. QulllyMalIllDtIl.s.nIce

included with FortiCareSubscription

included with FortiCareSubscription

SD-WAIIOwIIIIr _ ...... far.... b••• t_..,....a-k
prD ........

ID-WANc-aorfarFonlSAlE ..... PrhIIIeAcc.-

FonISAIE ••• criptlon IncIudIngclDud ............... ~
....... IdII..... •
~ AnM:II:SUrface..._,.. .... (IoTD.-cdon, IDTV........,~ ......_.,bIIng......."
~ ....
.......... FartIGIn ....

~CIDud

~ClDudwllhS0CM8

~soc.s
~ .......
~ .........
fortICaqlEIb
1IntImet..... (s.s) DR UpcIIlw

o....DaUpdllea
DeviceIOSo.tec:IIDn ........
ln.a.I c.rtIIIc-.DaUpdllea
DDII8 (Y4Iw8J ....

included with FortiCareSubscription

1.Full features available when ruming FortiOS7.4.1
2. Desktop Models only

FortiGuard Labs delivers a number of security intelligence services to augment the FortiGate firewall platform.
Vou can easily optimize the protection capabilities of your FortiGate with one of these FortiGuard Bundles.

FortiC... Elite

FortiCare Elite offers enhanced SLAs and quick issue resolution through a dedicated support team. It provides
single-touch ticket handling, extended Extended End-of-Engineering-Support for 18 months, and access to the
new FortiCare Elite Portal for a unified view of device and security health .
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FortlGate FortIWifi 60FSerias DataSheet

SICU
FG-6OF
FG-61F
FWF-60F-[RCI

DIecIfpdan
10xGERJ45 ports (including 7x Internal ports, 2xWANpons,1x DMZ part)

10xGERJ45 ports (including 7x Internal perts, 2xWAN ports, 1xDMZ part), 128GBSSDonboard storage

10xGERJ45 ports (including 7x Internal Ports, 2xWANPorts, 1xDMZ Port), Wireless (802.11albJgJnlac-W2)
10xGERJ45 ports (including 7x Internal Ports, 2xWAN Ports, 1xDMZ Port),Wireless (802.11a/b/g/nlac-W2), 128GBSSDonboard sUnge

Ordering Information

FortIWIR81F FWF-61F-[RCl

0ptI0ne1AcceAorIeII

A8cIc MIMIt1\1Iy SP-RACKTRAY-02

AC Power Ad~ SP-FG60E-POC-S

Rackmount tray for ali FortiGate E serias and F series desktop models are backwards compatible with SP-RackTray-Q1.For Hst 01compatible
FortiGate products, visit our Documentation webslte, docs.fortinet.com
Pack 015 AC power adaptors for FG/FWF 6OE/61E, 6OF/61F, and 8OE/61E

WdMlMltKlt SP-FG60F-MOUNT-20 Pack0120 waUmount kits for FG/FWF-6OFand FG/FWF-SOFseries
[ReI a regional code: A, B, O,E,F, I, J, N, P,S. V, and Y

•••• •••• 10

Impresso por fbarbosa2 em 07/02/2024 10:27. Validação: 269A.BE02.B529.8380.FC18.ED81.647C.88CD. 
Proposta e Anexos - Teltec Solutions Ltda. Doc. 114754/23. Data: 21/12/2023 20:12. Responsável: Jose E. A. de Oliveira.

164

164



FortInet CSR PoIIcy

Fortinet is committed to driving progress and sustainability for ali through cybersecurity,
with respect for human rights and ethical business practices, making possible a digital
world you can always trust. Vou represent and warrant to Fortinet that you will not
use Fortinet's products and services to engage in, or support in any way, violations
or abuses of human rights, including those involving iIIegal censorshíp, surveillance.
detention. or excessive use of force. Users of Fortinet products are required to comply
with the Fortinet EULA and report any suspected violations of the EULA via the
procedures outlined in the Fortinet Whistleblower Policy.

Fi:5ATlnET. www.fortinet.com

~. f023 ForO'Iet.Inc. AI rtgtts ~~. For'UGiIIe"'. ~.,." ForIfGuenI". II1II'*'*'other ~ tf8deInaTb. t6 FGrbIt, n:.. tI'Id oUW FoIUnet".... tMnIn JI'tfY.... be ftIQIIIeI8d"""
or COIIII*'J'*"'"*'1be nctamIrbGf __ JeSpedtwe 0'M'I8IL~ .. CIlher MIIlrk:s CCII'UiteII hereIn __ tft 1nWNl1eb under ideei corGIIonI, MIl edUII~ ..... au.'_" ....,wry.HIIItwort
condllonarMy.ftad.~ ........ ~ htteIn~fIfJ'" c:omm"""" tIf fortIMt" IftÓFortINId.sdrllats .. _ ~0I1rnpIed. ucepltotbe ....... Forti'IeItentert.bIrdngi~~..... _ ........ """Ihe __ .. _ .. _"" .. _ onIy __ -""""_--

.uch ....... l"IIlywlllbellmlledlO_nh.... IdeIIICIDftCIUoN ... ~InIinII ........ Fortftetcllc::llllmllnfullflf1C1l1'W11W1b.~.end 9UH' punwnthelllllo.wheChereIP'eA 01' ....... For1INtreeervel
,.,.thll pubIIeattonwtlhwl naIUce. _tt.MOIt CUNftlwnkJnfJI"~'" be~.

FGfWF-6OF-OA.T-R37-20131OU
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Fe:iFlTlnET.

FortiNAC

OataSheet

FortlNAC FSerlesHardware,VM, and Endpolnt Llcenses

Hlghllght.
• Implement dynamic
network scanning to
classify and analyze
device behaviors using
contlnuous, automated
lechniques

• Mainlain an updated
inventory of ali network
devices, Including BYOD,
10T,OT, and 10MT

• Conlinuou51y 855ess
risks for every endpolnl
using real-time Ihreal
Inlelligence and
behavloral patterns

• Adopt Zero Trust
archilecture for beller
device security and
simplified management

• Inlegrale with various
third-party network tools
ensuring compalibilily

• Relay real-time
conlexlual dala lo SIEM,
improving incident
response. Ensure
always-on idenlily
checks and follow

o.
.

Visibility, Zero Trust Access and Incident Responsefor
ConnectedAssets and Users
FortiNAC~ conlinues to be a cuttlng-edge network access control solulion, enabllng
organizalions to enforca natwork access policies and assure adherence to security protocols in
light of increasingly sophislicaled Ihreats. II provides a comprehensive snapshot of ali devices
and users on lhe network, facilitatlng granular conlrol of access based on user roles, device
types, nelwork loealions, and now the behavioral patterns of devices and users.

The solution's capability now extends beyond automaled onboarding of new endpoinls;
It incorporates real-time threat Intelligence and continuous risk assessment of devices,
leveraging machine learning and AI technologies from FortiGuard Services. Given the rising
prominence of BYOD (Bring Your Own Oevice) and laT (Internet of Things). ForIINAC's
continuous monitoring and immediale remedialion of non-compliant devices have become
even more crucial.

Moreover, FortiNAC's integratlon goes beyond Ihird-parly security solutions; ii integrates
wilh a wide range of cloud-based plalforms and DevOps tools lo ensure seamless and
secure network operations in hybrid IT environments. FarliNAC leverages its inlegration
with FortiAnalyzer to gain deep insighl Into nelwork securily posture, encompassing real-
time visibility, prediclive analytics, and more robust compliance reporting. With FortiNAC,
organizations can more effectively secure Iheir network againsl unauthorized access, polenlial
threats, and increasingly, the insider threats, aligning with the emerging Zero Trust seeurity
model thal emphasizes "never trust, always verify~leasl privilege access,

relnforclng the z~ro
Trust approach

/J~'C:r' F"- c;;._~::::::r:;::;êii!"'-

______ ... If°rt'NAc

AvalJablaln

Appllanca

..._-­,.~"
''''''_,_
,_
H11M«TPt._
.,_....... T,...,
,,,",,,--­_,. .....--.,.-"'"_o..-

FortiNAC 21 Profltlr!g Methods for
OeViceCI!lsslfica(j':Jn...l_I

["..···~
;,:.:·,:..":.i
Virtual

Data Sheet

Features

GranularVI81bflltyAcro•• the Natwork for EvaryOavlcaandUllr

FortiNAC leverages AI and machine learning from FortiGuard Security Services lo provide
detailed profiling of devices, including headless devlces and 10Tassets on your nelwork. This
profillng incorporates mulllple inforrnation sources, behavior patlerns, and real-time threal
intelligence to accurately identify and assess whal Is on your nelwork.

S.amlalllntegrltlon Ind Control Acro•• Olval'll Envfronrnant.
Wlth lhe power of micro-segmentation and Zero Trust policies, FortiNAC allows for
conflguralion ehanges on swítches and wireless prooucts from an extendeo range of vendors .
It ampllfies the reach of the Securlty Fabrlc across multi-cloud, hybrid IT, and heterogeneous
envíronments, Implemenling "never trusI, always verify' principies.

AutomatadR8Ipol1llvana••

FortiNAC reacls to network evenls ln real-time lo contam Ihreals before Ihey spread, utillzing a
broad and custornizable set of aulomation policies. Leveraging Ai, Ihese policies can instanlly
Irlllger conflguratlan changes and remediation actions when largeted behavior ar anomalies
are observed, aligning with lhe Zero Trust model's dynamlc and proactive approach.

Naw FortINAC-F

FortiNAC Introduces lhe new FortiNAC-F OS wllh hardened virtual and physical appliances thal
increase securily and compliance capabilitles. FolJowlng lhe tradition of providing lhe reliable
platforms of Fortinel, the new FortlNAC-F will extend the performance capablllly and introduce
new features.

Highlights

Grlnul.r OavlcaVI.lblllty

The essence of securing a dynamic, ever-evolving network lies in comprehending Its makeup.
1'0rtiNAC leverages AI and machine learning from FortiGuard Securily Services, goes beyond
rnerely "seeing" everything on the nelwork-il comprehends and analyzes. II scans your
nelwork to discover every user, application, and device. Using a variety of techniques-it
profiles each element based on observed behavior, real-time threat intelligence, as well as
tapping inlo FortiGuard's 10TServlces, a cloud-based data base for identiflcation lookups.

Scanning can be active or passive, Ulilizing permanent agents, dissolvable agents, or agentless
appraaches. Mareover, ForliNAC carl avaluate a device against pre-approved profiles, noting
any discrepancies or software updates required lo paleh vulnerabililies. Wlth FortiNAC, lhe
network isn't jusl known-il's underslood, assessed, and conlinually monitored.

Besides recognizing the enlire network, ForliNAC's advaneed visibility incorporates passive
Iraffjc analysis, leveraging Forlinet FortiGale appliances as sensors to identify anomalous
behavior patterns. These patterns can indicate a potential compromise, l~i9 _. I ·((1e

alerts for the SOC team and aligning wilh the proa clive threat conlainm. eni tl··i~. . .~
to lhe Zero Trusl model. /. 2~G\

U\ (íl'
i~") f ~ ç)\". _.,<"" .;: ..
\ L.'·'
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FonlNAC Data Shaet

Highlights
Network Securlty Ind InteUlgent Segmentltlon
After successful ctassítícauon of devlces and user identlfication. ForliNAC now Integrates
acvancec sagmentatlon techniques to ensure only authorized users and devíces have access
lo requisite resources, thus preventlng unauthorized lntruslon. Through tts progressive role­
based network access control, FortiNAC allows for strategic network segmentation by logically
grouping similar data ano appllcatlons, limitlng aceess 10 a particular seI of users or cevíces.
This strategy effectively confines a compromised device, thereby inhiblting Ils ablllty to
traverse the network and infliet damage on other resources. FortlNAC not only fortifies the
protectlon 01sensltlve data and vital assets but also ensures adherence to internal, Industriai,
and government regulations and mandates.

Oevlce Integrlty VerlflCltlon Ind MlIM'" Preventlon
FortiNAC emphasizes on the importance 01 devlee integrlly prior to network connection,
slllnificantly reduclng the risk and pOlentlal spread 01mallcious software. As a device attempts
lo joln the network. FortiNAC assesses Its configuration for compllanee. Any non-compliant
configuratlon Is promptly managed; for Instance, the devlce may be alloeated to an Isolated or
restrlcted access VLAN, devold of any aecess to corporate resources. This feature has bacome
increasingly relevant wilh the rlse of 10Tdevices and remote work trends, ensurlng a secure
and controlled network environment.

IntelRgent Monltorlnglnd Autornlted R.. ctfon
FortlNAC proaetively supervises the network contlnuously. examining endpoints to verify thelr
compliance with predelined profiles. Leveraging modern security taeties, FortlNAC rescreens
devlces to prevent any possible bypassing 01 network aceess securlty via MAC-address
spooflng. Further, FortiNAC Is equlpped to identify irregularities in traftle patterns, a vital
leature considering the growing complexities in network usage patterns wilh lhe rise 01 cloUd
and edge computing. This passive anomaly detection function operates symbiotically with
FortiGate applianees. Upon recognizing a compromised or susceptlble endpolnt as a potentlal
risk, FortlNAC promptly instigates an automated reacUon, quaranlining lhe endpoint in real­
time, furthering its eommitment to maintaining a seeure and controlled network environment.

3 l-I...

FonlNAC DataSh ....t

Highlights
FortlOltI Se8.lon. Vlaw
The FortiGate Sessions view ades the ability to accept netflow data Irom third oartv devices.
Flows trom other cevlces wauld also shaw up in trus view.

,"""'". ";:.... ,,
• 1.,J".].<

Securlty Flbrle Integrltlone
FortiNAC integrates wlth multlple Forllnet products such as FartiGate, FortiSIEM, FortiAnalyzer,
FortiEDR, and FortiDeceptor. The Securlty Rules are lriggered by syslog/snmp messages trom
lhe other Fortinet products as shown below.

1""':'
.. ,,~.,",',
"''''''''''''''_.,-,,-.:_,
.... 0;;.',.'~-.

'.' ...
'; """ .._ .~.

...... i'_"""'" ....~
~"'_."""-

FottlNAC SeQJrity RuIeB
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FortlNAC DataSheet

Integration

.. ",",~,,,,.,,.,.'~-'.' ..
I".......-.""'_' , "".

.-_.._...._~,

fortlNAC New Endpoir1t FiJlgerprtnt!l V~W

, iC!!!! .

DataSheet

Integratlon
Exlenslve integrallon with desktop security software, directorles, network Infrastructure, and
third-parly securlty systems provides unparalieled visibility and control across the network
environment.

The FortlNAC family integrates

• More tnsn 3000 oevices with unique MIB OIOs
• More than 2000 modais Including swltches, access polnts, ano network controllers
• More then 90 vencors ln networklng, securlty, ano communicatlon industries
with lhe foliowlng vendor and models as exarnples"

Network Infr.structure Actren, Aerohlve, AlaxelA Networks, Alcatel-Lucent, AlIied
Telasls, Altaon, APC, Apple, APRESIASystems, Aveya,
Brocade/Foundry Networks/Ruckus, ClscolMeraki, D-Llnk,
Extreme/Enterasys/Slemens, H3C, HP/Colubrls/3Com/ArUba,
Intel, Junlper, NEC,Rlverbed/Xlrrus, and SonlcWali

CheckPolnt, CiscolSourceFlre, Cyphort, FireEye, Junlper/
Netscreen, Qualys, Sonicwall, Tenable

Securlty Infr'Btruotur.

Authenticatlon IInd
Díl1lctory Servlces

Operatlng Syatem.

Endpolnt Sacurlty
Applicatlons

RADIUS- Cisco ACS, Free RADIUS,Microsoft IAS,
LDAP- Google SSO,Microsoft Active Dlrectory, OpenLDAP

Anorolo, Apple MACOSXand iOS, Linux, Microsoft Windows

Authentium, Avast, AVG, Avire, Blink, Buliguard, CA,
ClamAV,Dr,Web, Enigma,ESET,F-Prot, F-Secure, G Dala,
Inlego, Javacool, Lavasoft, Lightspeed, McAfee, Microsoft,
MicroWorld, Norman, Norton, Panda, PCTools, Rising,
Softwin, Sophos, Spyware Bot, Sunbelt, Symantec, Trend
Micro, Vexira, Webrool SpySweeper, Zone Alarm

Mobile Devlce Management AirWalch, Google GSuite, MaaS360, Microsoft InTune,
Mobile lron, XenMobile, JAMF, Nozomi Nelworks

• FortlNAC CBI1Oe inhilgrated with othar vendors and \'3c:hnologlfilSin addltion to (hol!le IIsted here. This lIat nJPrt:tgents intogrstlons that nave
00ef'I validato/.t in both lei( lab &nd proCluction n<atwork anvironm~nts.

.-.li...
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FortlNAC OataShlHll

Deployment Options
EI.Y Deployment
FortiNAC is a flexible and scaleble solutlon that spans from mtd-size to very large enterprtse
deploymenls. There are Ihree elemenls to the FortlNACsolutlon.

• Applicatlon and Control (requlred)
• Management (optlonal)
• ForliAnalyzer for Reparts (optional)
The Appllcatlon provldes lhe vlsibllity, and the Control providas lhe confiyuralion capabilllies
and automated responsiveness features. The Management portion anables the sharing
01coneurrent usars aeross a multi-server deployment. FortiAnalyzer provides reporls and
analylics based on the Information galhered lrom lhe network Ihrough FortiNAC.

FortiNAC can be deployed in virtual machines (VMWare!Hyper-V!AWS!Azure! KVM)ar on
hardware appllanees. The Applieation and Control Servers can be deployed ln a vsriety 01
sizes, dependlng on lhe number of ports they need lo support. FortiNAC Is ideal for support
distributed architectures, Includlng SD-Branch loeations.

Hlgh AVllllblllty
FortlNACoffers High Availabilily for disaster recovery to ensure redundancy. This stete Is
achleved Ihrough aclive and passive instances where the passive (backup) becomes active
when lhe maln is no longer functionlng normally. FortlNACManager can mansge multlple hlgh
availatJility clusters distribuled Ihroughout lhe nelwork as needed.

7 .-:...

FortlNAC OalaSheei ,

Deployment Options
Centl'lllzed Archltectur.
FortiNAC Is an 'out of band' solutlon, meaning it does nol sít m-lins of user traffie. Thls
architecture allows ForllNAC lo be deployed centrally and manage many remote locations.
VISitJility,controt, and response are achieved by integratlng with, ano leveraging tha
capaoíüties of, the network inlrastructure. Contrai cen be applled at lhe poínt of connectlon,
at lhe very edge 01lhe network while securlty device integrations allow ForliNAC lo process
securlty alerts and treat tham as Iriggars for automated Ihreat miligation Ihrough custornlzaole
workflows.

:' '[ , l' r I, ! )

, 11['~ILl';) ~o'l' "/ I' J '{!rI' li'

011_ ___
' ~Of _,.._.-""" --..........., ........ --!Iii --! iii--~.""--_,---

-_----... ... ... ...
Data collectlon Is gathered Iram multipie sources using a variety of mathods. SNMP,CLI,
RADIUS,SYSLOG,APl and DHCPflngerprints can ali be used to achleve lhe detalled end-Io­
end vlsibillty necessary lo create a truly secureenvironment.

FortlNAC

@J

VloIbIIltyControl

OatJ CoIIectIon ProtocoI.
SNMP CU RADlU5 802.1x SysIac RESTAPI

\ ,, ,
'~ , 4

l@i<:><:><)
I
I.. ,..

Switch Rout"r Aceos. Point Firewall SIEM IDS/IPS

::>
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FortlNAC DataSheet

Licenslng
FortlNAC Llcenllng

FortiNACoffers flexlble ueployment options based an the levei of coverage and functionality
deslred.

a... Ucen ..
The BASElicense levei providas easy, one-step 10Tsecurity solution to close pressing endpoint
security gaps by seelng ali encpoínt devices on the network, automating authortzetíon,
eOOenabling mlcro-segmentation and network lockdown. The BASEIIcense levei Is appropriate
for orqanlzetíons that need to secure 10Tand headless devices, and enaote network íockcown
wlth dynamlc VLAN steerlng, out do not reqeíre more advanced user/network controís ar
automated threat respanse.

PIIIIUcen ..
The PLUSIIcense levei ousos on ali the functionallty of BASEwlth enhanced vislbilíty and more
advanced Network Access Controls and automated provísioning for users, guests, and devlces
as well as reportlng and analytics. The reporting and analytics can greatiy asslst ln providlng
audit documantation of compliance. The PLUSIlcense levei is appropriate for organlzatlons
that want complete endpoínt visibility and a granuler control, but do not require automated
threat response.

ProLlcen ..

The PROIIcense levei provides the ultimate ln Vislbility, control and response. PROlicense
offers real-time endpolnt vislbility, comprehensive access control, and automated threat
response and delivers contextuai information with triaged alerts. The PROlicense lavei Is
appropriate for organizations that want complete endpoint visibility, a flaxible NACsolulion
with granular controls, as well as accurate event triage and real-time automated threat
response.

:-.....
c LL._

9

Data Slleet

Licensing

Incid."t lte5PQn"

In.ation.

i·:_ ..

5"161++'11
H.twark Network DISCO\feJV

Rogol3' Id9flIiRcaUOf1

Devtoe Profllng IInd CJusiflcatlon

Enhel1ced VI.iblty
Anornaly üeteencn
MOM InlegrlilUon
PerslStlil'ltAg&l'l1

Authentlc8tlon

C.,Uve Portal
NiI1Itwarlc. ACCH5 PolY.:le,

101OnbOardin~ wlth Spoolior

Rogus O(il(ICi Ost<ilctlof1and Rutrletton
Flrewe.S~rTI'Jflt,,1'iOf1

MAC Acldress S)'pas, (MAS)

Fui RADIUS(EAP)
aYOo I OnbOl!lfdlt1Q
Gualt M"n~mlfMlt

EndJ)oll'll Compllance
Web afld Flflfflall SlngiQ Slgn-OJ1
Ey~tCorrelation

ExttW1l1b1eMllOrts mld AI,HlltTraH
AIert CriUcalW en1 RO\ltlng:
Ouided Triage Worldlow9
Illllclmd SeCtlrtty E\ferIts

OlItbound Securil,. E'feI1t$

REST APl

CustomlZibki Reportl

Endpolnt
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Servi ces Specifications

As your oustness rapidly evoíves, II is critlcal lo acvance your securlly capabllitles as well.
Often Ihough, vou do not have expertise wllhln your organizatlon to deploy, opera te, and
malnlain these new capabilities ar are up against tight deadlines to implement change. We
unoerstanc thls challenge and help thousands 01organizations every year tackle this problem
wlth FortlCare Services.

Our experts provide accelerated implementation 01your technology, reliable asslstance
through advanced support, ano proactlve care to ensure your suceess with Fortinel
lnvestment, No matter the stze or locatlon of your organizatlon, we are ready to provide vou
with an elevated experlence lo help Vou achleve your business goals wilh superior securlty and
performance .

AMOEPYC7413 24 ccee, Lts5GHz e.~ Freq. Inlel xeon E-2276CE 8 Corli
3.3GHz B.le FreQ.

1tl06 001;:4mtmory
2,. liloooa SSDs

"IA
4KObE RJ45

NIA

Mo_.
H.dDlaIe

SMe
NttworkIn.rr.c.
RAlce...
RAlD Canff ... ,aUon
ConIlOlIAoa ...

32GB ODR4 memory
2)("6008 $5D,

NIA
1l1iObE RJ45 and 4'" 10GbE SFP+.

NIA
Software RAIO'

RJ 45 type COM p(lft for Ckl
1!.J Radt MOlJflt

FortlC.... Support
A ForliCare Support contract entltles vou nol only to receive updates to lhe FortlNAC lirmware,
bul also reeeive two Imporlanl teeds.

1.Nelwork device data base update ForllNAC supports more than 2500 switchlng, wireless,
or flrewall devlces on lhe market. As new devices are released, FortiNAC's network device
dalabase should be updaled lO reflect these new modais. The weekly updale from lhe
ForliNAC team wlll keep your deploymenl up lo dale.

2.FortiGuard 10T Service. One of the means Ihat FortiNAC has lO identlfy devicesls to use
lhe cloud-Iook up service hosled by ForliGuard Labs. A ForliCare Supporl contract entllles
vou to use Ihal servi ce at no additional cosI, giving vou access lo a dalabase of milllons of
devices.

Olmen.. an.
::'t~'Mdtt111~ngth

H..... t.wldUl ...... gth (111m)....... 44"440"500
321ba (~4.51kg)

1.73~li 17.20"li: 24" 1.13"x 11.32" x lf:1.t!!9"

44)j 437w01O

41 Ibs (1&.6kg)

I!rMront9ll11't
I'aw.r$uppty
lnout_
Input~...m

C..... o
,.,. Dftpll'l

H.atOltllpllllon
~don Ttmp.ra1ureRange

1to...,.~I'tu,. ........

~:::~I=~=!a",,)
c.-unntlon
"'.11'

1401PlIJg,1+1 ~ltdtlfiQllnt P5U
Z2!iwatt

2.3A@l100V, O.94A@r240V

Hot Plug, Hl RWLlnaant PSU

174Wett

1.SA@10OV;O.fi25A024OV
4}( ,ystem fal1J

N/A
51tB212-449,5 BTLllh

3T~104·F (O"'-4Q·CJ
-4··158~F(-20--70·0)

~"to ;0" nOO-cotlderusinQ

5)[ .)'Stern f;an.

NIA
7617318e742~ BTU/h

32·'104·F W·'40·C)
-4°-1~6f (-20·-70°Cl

5" !() 90" non-condl;lf1mg

C4rtltiad as sppllcable by Prodt.lct Saf~y IItJthol1tAQ. worldWide, Nlcwctil19 UI1I!$C19tltea !NRil),
CQneda (SCC), aFld El.!ropeM Uniorl (CE).

Certilled 83 8Jlpllca~ by EMC authorttllts wOttdWids, includirlg United $tata. {FCCj, Canada (ICES), 11M
European Uf1IotlICE).

Cmt'iQa h IIIPrJliCllblo by Materiais ÕltlthoriU •• WOrktwldlil, includirlg EuropEt8l'1 UnlOn (ROHSl and
China (ROHS).

~ The COflaokl port can be UMd for ao::esslf the appltance hes iiiIssu!II 1.13.yotJ <:an coonect a monitor eM a kByboal"d to iI. PortiNAC õoes
nol U:16lhe consote porl f<.lf lICog5.

()
11 1-=

~
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Orderlng Information

AppIlance.
FortINAC-CA"IODF
FortfNAC-CA--IOOF

FortfNAC-CA-100F

Fort~AC-M-55OF

YlI"wJlMIlOhi,...

f'Ott"'ACCont'ol ,.,d Appfh:atioo
.xt.nPdVM

FortiNAC Menav-' 1.Id.nded VM

""""""Ucen_
f!ortlNAC IWII Ul:WlM 1C10

ForIlHACBABEUe_"" 10K

FortfNAC IIASI Unn.. fOI(

ForUNACPLUSLkI.,... 100

FortlHACPLUSLI",... 11(

FortiNM:PLUS LIGa".. 10K

FortlNAC PLUS Lk4Inae SOM:

FortfNACPAOL.I~n.. 100

FortiNACPROLIC.".. 11(

PartlMC PROUo.".. 10K

6ubtcriptlon U......

Vislbltlty (BASe)

Vl.~litv and CCJt1uCII('LUI)

Ft~C-CA-5()OF

FNC-CA-600F

FNC-CA,-700F

Fllie-M-SSOr:

n~C-MX-VM

UC-FNAC-BASE -100

lIC"FNAC-MSE-10K

LlC-FNAC-BASE-5QK

Lto-FNAC-PUJS-100

LlC-FNAC-PLUS-1K

LiC>FNAC-PlUS-10ft'

UC-FNAC-PLUS-50K

LlC-FNAC-PRO-100

LlC-FNAC-PRCHK

UC-FNAC-PRQ-10K

lIC-'NAC-PRO-SOK

FortiNAC Netwoft( Control i!lndAppbtion server (F SfilrMlS)

FQrtiNAC High P~ont1lf1ce N$twott Cool:rol lind Appllc8tton server IF Se-rTe3)

fOftiNACUltraHlgh~forrn9flceNetworkContfol anoAPPIIC<iltlonserver (F$&riali)
FOftiNACNel~ lJan.gM [f Ser1f:l'sI

~mtiNAC COrlljcA eno AOpll,-)HiN1 ';x1êf\(l>'Jd VM <;"r"8( (VMW1ilHf ,lr i-11"P,-"r-v c)( AW.", or A;:ljf'i! 01 !(VMj
Ik'.Ifll'l.,g F')rtiNAC -os:

FortiNAC MêI(l~gef extencec VM server (".fMwarQ ':'1' HvI-1.. r-V (Ir I'-.WSor Atl'''' or r.:\lM) (Rtlrll1il'l9 (-óftiNA(>OSJ

FortINN: BASE UCQn&efor 100 COnCllJtf:f116f1t1pointdli'l'~'. Ttlfil BASE lfcef15eproviMo; erldpolrlt vtsiI'JlHty~d
Oynan-tll;VlAN Sleow1ng.
FortlNAC BASE UCetlS4 for 1K coecurrent oodf)oirlt Clevtcea_ Ttw BASE IIc~·""e providQ, Endpolril VI3Ib111lySJ1d
Oynllmtc VLANSt6eor1ng.
FortlNAC BASE Uc..,se for 10K conccrrent enCIpolnt oevrcee. The BASf IICE'll'1sepj'OOt'ldea Endpolrlt VI,jbllity arte
[)ynamlc VlAN SteerinQ.

FortlNAC BASe: UCense for 50K conGurTQflt fII1r.tlolnt dGvtces. Tns SASE I!cenlóe proYidIjj$ EndpOú1t Vlsiblllty enCl
OynamicVLANSt~III1n!il
FortlNAC PLUS Uc::enq fOf 100 COflCurPmtifI<,poirli d4!Vlcel,AIIlh" fUflcOOndly of BASEwilh mortl8dv.,ced
N.twofk AecetlS Conttol5 Md eutotT1ated j:lrovialot1Íf'1g for Ulier', gU6StS,and devicu.
FortiNAC PLUS Ljcenle fOf11(c:onCtlITQntendlJOiI1!device •. Ali lhe fUIlCIIO(1alltv of SASE wllh fflOl'Q ad..ranced
N.twork AcCQ1l'Cootrols I!lf1d BtJtoffillted provltionlOg for Ulers, guelfls, !tf1d devtc:ell

FortiNAC PLU'l l ....Afl$1j for 101( cotICUmM1t 0ndpOir1t deVICn. AlI 1M fUr1ct1Cnellty of BASE wlth mOfO ,dvlirlc&d
Network ACO'tU Conff~S and 8tllomQt.d PI'OVISloningfor lIsen, gueJtl, an(f devtce!l.
FortiNAC PLUS Lk:enflQ fo.- 50K conClIfl'Qflt endp.oKit devtc.es. AlI lhe fUllcUonatily of BASEwilll more advar1c.d
N8twOlkAcoeae COl1trolll :u1dmJtomated provlllL.:ll'!lrlg foi usert, QIJ.,ls, iIIld devlces.

FortlNAC PRO LlCIIflSEIfor 100 conCllrrent errdpolrll devlcal. PROIk:ar1seleVei plovldflll t"", ultimate in Ylsibdlty,
con!rol and l'9,pon!>e

FortlNAC PRO Ucan3e '01' 1J( conCtJrrent atldpolnt devfClII$. PRO lIcense tevel proVldel lhe ultímat\1ll1i õJlilblüty, corttrol
and reaponSfl.

ForllNAC PROUc.9fl5e for 101C'cOIlcurnml oodpolrlt devioe •. PROliCet1~ ~vel p,CNtdes lhe ultirflata IflVlSibitttYJ
controlendl1tsponae.

FortlNAC PRO UC9ns. for 50K CQnCIJrrQflt endpolrJt deVICes. PRO ItC'3n!MIlev~ PJOv!d9s lhe ultimAte if1 viliolity-,
oontrolsnd teSpOn8e.

FC2-1o--FNAC1-215-01-DD UCense for 500 concurr&nt endpolnt,. MOQ SOO.

FC3-10-fNAC1-215-Q1-DD licenaa for 101<concurrent endpolrtt1, MOQ 500.

FC1-10-FNACl-21.3-{J1-0D UCeJ1ee for 25 concurref1t sndpOinIs. MOQ 500

fCZ-10-FNAC1-213-01-DO Ucemse for 500 COI'1ClIrT9flt andpolnts, MOO !:iDO.

FC3-10-FNACl-213-01-DD Licensefor 10K concuJT9Ilt oodpoint:s. MOO 500.

V1aibIHtr,Control,andAapon .. (PRO) FC2-1O-FNA.C1-209-(I1-DD UcenB<eIfor 25 conClirret'lt Qfldpoots.MOQ 500.

FC3-10-FNAC1-209-01-DD UCense for 500 concllrrl9l1t endpomts, MOO 500,

FC4-10-FNACl-209-01-00 UC&11aefor 101(cOflcurrent el1dpoitlts. MOQ SOO.

•

F!:SFlTlnET. www.fortinetcom
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FortlWab™

Web Appllcatlon and APl Protect'on
FortlWeb100E. 400E. eooe.1000F. 2000F. 3000F. "OOOF.VM.MCIContaIner

FortlWeb is a web appllcatlon firewall
(WAF) that protects web applications
and APIs from attacks that target known
and unknown exploits and helps maintain
compllance wlth regulatlons.

Using machlne learnlng to model each
applicatlon, FortlWeb defends applicatlons trom known
vulnerabilitles and trom zero-day threats. Hlgh performance
physical, virtual applíances and co a rs deploy on-slte or
ln the publíc cloud to serve any size of t organizatlon -
from small buslnesses to service provid carriers, and large
enterprises.

WebAppllcatlon Protactlon
Multi layer protection agalnst the OWASP Top 10 applieation attaeks
íncluding machine learnlng to defend against known and unknown
altaeks.

APlProtectlon
Protect your APls from maliclous aetors by automatieally enforcing
positive and negative seeurity policies. Seamlessly Integrate APl
seeurity into your CliCO pipeline.

BoI Mltlgetion

Proteet websites, mobile applieations, and APls from automated
attaeks with advanced bot mitlgation that aecurately differentiates
between good bot traffic and malicious bots. FortiWeb Bot Mitigation
provides the visibility and contrai vou need without slowing down
your users with unneeessary eaptchas or ehallenges.

Hlghllghts
• Machine learning that detects

and bloeks threats whlle
minimizing false positives

• Advanced Bot Mitlgation
effectively protect web assets
wlthout Imposing frletion on
legltimate users

• Protectlon for APls, Includlng
those used to support mobile
applieations

• Enhaneed protectlon wlth
Fortinet SecuJity Fabric
integration

• Simplifled altack investigation
with Threat Analytlcs

• Third-party integration and
virtual patehing

FortlC.r. Worklwlde
2"17 Support

support.fortlnet.eom

® FortlGuardSecurity
Sarvlce.
www.lortiguard.eom

HIGHLlGHTS

®@@
AppIlcatlonTraIIIc

TrodRlonl1Nogat",. lneI
Pooltl.. "_IV Modotl

1""lmote trIffIc

fI, •
11 I I
I I ~ I
I t"i I
I" I

MI"""'. L• .,,,,,,,
j i i i i
i II! í
I I! I !

'>i.' ~ ..... W·t>

ThoAppllcatlon1Iec""'" CI"n Trofllc

FortfWwb gp.. Myond tradftloNl nesJllfvt and potItiv. MOuritymod", (attlttk
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Machlne Learnlng Improves Detectlon and
Drive. Operatlonal Efflclency
FortiWeb's multl-layer approaeh provldes two key benelits:
superior threat detection and improved operational elfieiency.

FortiWeb's ability to deleet anomalous behavlor relative to
the specilic appllcation being protected enables lhe solution
to block unknown, never-before-seen exploits, providing
your best proteetion against zero-day aUacks targeting your
application.

Operationally, FortiWeb machine learning refieves Vou of
tlme-consumlng tasks such as remediating false positives
or manually tunlng WAF rules. FortiWeb eontinually updates
the model as your application evolves, so there is no need to
manuany update rules every time Vou update your applicatlon.
FortiWeb enables vou to get your code
Into production faster, ellminating the ~
need lor time-consuming manual WAF
rules tuning and troubleshooting the lalse
positives that plague less advanced WAFs. BIoc:kZoroDayTh .....t.

........

Comprehenslve Web Appllcatlon Securlty
Uslng an advanced multi-layered and correlated approach,
FortlWeb provídes complete securlty lar your web-based
applications from the OWASPTop 10 and many other threats.
FortiWeb's first layer 01 defense uses traditional WAF detection
englnes (e.g. attack signatures, IP address reputation, protocol
validation, ano more) to Identify and block malicious traffie,
powered by intelligenee Iram Fortinet's industry leadlng security
research from FortiGuard Laos. FortiWeb's machine learnlng
detection engine then examines traffie that passes this flrst
layer, uslng a continuously updated model 01 your application to
Identlly mallcious anomalies and block them as well.

APl Dlscovery and Protectlon
Fuellng the digitai transformatlon APls have become Inereasingly
popular, provlding the backbone for mobile applications,
automated business lo business operations and ease 01
management across applications. However, with their popularity
Ihey also Increase the attack surlace with addltlonal exposed
applieation surlaces Ihat organlzations must secure. Fortinefs
FortiWeb web applieation flrewall provldes the right tools to
address threats to APls. FortiWeb APl Oiseovery and Proteetion
uses machine learning algorithms to automatically discover
APls by contlnuously evaluating applieation traffje. Discovery
Is an integral role for establishing a positive seeurity model and
FortlWeb proteets your criticai APls based on your proliled APl
inventory. FortiWeb can also integrate out 01 the box policies
together with an aulomatlcally generated pOSitive seeurity model
policy that is based on your organization's schema specilication
(OpenAPI, XML and generic JSON are supported schemas) to
protecl against APl exploits. FortiWeb schema valldation can be
Integrated into the CI/CD pipeline, automatically generating an
updated positive seeurity model policy once lhe APl is updated ..

Bot Mltlgatlon
FortiWeb proteets against automated bots, webs scrapers,
erawlers, data harvesting, credential stuffing and other
automated altaeks to protect your web asseIs, mobile APls,
applications, users and sensitive data. Combining machine
learning with policies such as threshold based deleetlon, Bot
deception and Biometrics based detection with superior 900d
bot identilication FortlWeb is able to block malicious bot aUecks
while reducing friction on legitimate users. With advaneed
tracking techniques FortiWeb cen differentiate between humans,
automated requests and repeat olfenders, Irack behavior over
time to better identify humans fram bots and enforce CAPTCHA
ehallenges when required. Together with FortiView, FortlWeb's
graphlcal analysls dashboard organlzatlons ~~MiiIiI~Slentlfy
aUacks and dlfferentlate from good bots ar:mMe~'i1i~S', ~'

~,) • (/I)-, .~\ ~_,J
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HIGHLIGHTS

FortiWeb'smaehine learning aeeurately deteets anomalias ano identifies which are threats. Unlike prevailing auto-Iaarning
detection models used by other WAFvendors that treat every anomaly as a threat, FortlWeb's preeision nearly eliminates false
positive deteetlons ano eatches attack types that others cannot.
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Deep Integration Into the Fortlnet Security
Fabrlc and Thlrd-Party Scannera
As the threat landseape evolves, many naw threats require
a multi-pronged approach for protecting web-based
appllcations, Advanced Perslstent Threats that target
users ean take many different lorms than traditional sln9le­
vector atlaek types and can evade protections ollered only
by a single devlee, FortlWeb's Integration with FortiGate
and FortlSandbox extend basieWAFprotections through
synehronlzation and sharing 01 threat information to both
deeply sean susplcious Iiles and share inleeted internal
sourees,

FortiWeb also provides integration with leading third-party
vulnerability scanners including Acunetix, HPWeblnspeet,
IBMAppScan, Qualys, ImmuniWeb and WhiteHat to provide
dynamic virtual patehes to security issues in application
environments. Vulnerabilities lound by the scanner are quiekly
and automatieally turned into security rules by FortiWeb to
proteet the applieation untUdevelopers ean address them in
the applieation eode,

3
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Thtnj- Porty
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Intogrollon wtth OIhor FortInet ._rlty Fabric elemonts, Includlng ForUO.'"
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... nnlng wtlh ... dlng Ihlnl-porty """,Ider •.
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Solving the Challenge of False
Threat Detectlons
False positive threat detections can be very disruptíve
and loree many administrators to loosen security rulas on
their web application flrewalls to lhe point where many
often becorne a moniloring tool rather than a trusted threat
avoidance platform. The installation 01 a WAFmay take only
minutes, howaver lina-tunlng ean take days, or even weeks.
Evanafter setuo, a WAFcan require regular eheekups and
twaaks as applieatlons and the environment change.

ForllWeb's AI-based machine learning addresses lalsa
positive and negative threat detections wlthout the need to
tediously manage whilelists and fine-tuna threat detection
policies. With near 100%accuracy, the duallayer maehine
learning enginas deteet anomalles and than determine ii lhey
are threats unllke other methods lhat block ali anomalles
regardless 01 lheir inten!. When eomblned wlth other
tools, Including user lraeking, session tracking, aoo threat
welghting, FortiWeb vlrtually ellminates ali false delection
scenarios.

Advanced Graphlcal Analyala and
Reportlng
FortlWeb includes a suite 01 graphleal analysis lools
called FortiView. Similar to olher Fortinel products sueh
as FortiGate, FortlWeb glves admlnistrators lhe abllity to
visualize and drill-down into key elements 01 FortlWeb sueh
as serverJIPeonligurations, attaek and traffie logs, atlack
maps, OWASPTop 10 attack categorization, and user aetivity.
FortlView for FortiWeb lets administrators quickly identily
suspicious aetivity ln real time and address criticai use cases
such as orlgln 01 threats, common violations, and clientJ
deviee risks,

Secured by FortlGuard
Fortinet's Award-winning FortiGuard Labs is the baekbone
lor many 01 FortiWeb's layers in its approaeh to applieation
security. Ollered as live separate optíons, Voucan choose
the FortlGuard services vou need to proteet your web
applieatlons. FortiWeb IPaddress reputation service protects
vou Irom known attack sources IIke botnets, spammers,
anonymous proxíes. and sources known to be inlected wlth
malicious software.

FortlWeb Security Servlee Is designed Justlor FortlWeb
Including items such as applieation layer signatures, maehine
learning threat models, malicious robots, suspielous URL
patterns, and web vulnerability scanner updates, Credential
Stuffing Delense checks logln attempts agalnst FortiGuard's
list of eompromised credentials and can take actions ranglng
lrom alerts to blocking logins Irom suspeeted stolen user ids
and passwords. The FortiWeb Cloud Sandbox subscrlptlon
enables FortiWeb to integra te with Fortinel's cloud-sandbox
servlce. Finally, FortiWeb allers FortlGuard's top-rated
antivírus engine that seans ali lile uploads for threats tha! ean
Inleet your servers or other network elements,

VM and Publlc Cloud Optlons
FortlWeb provldes maximum Ilexibility in supporting your
virtual and hybrid envlronments. The virtual versions 01
FortiWeb support ali the same features as our hardware­
based devlces and can be deployed in VMware, Microsolt
Hyper-V, Citrlx XenServer, Open SoureeXen, VirtualBox, KVM,
and Docker platlorms. FortiWeb is also available lor AWS,
Azure, Google Cloud, and Oracle Cloud as a VM, and as WAF
as a Serviee. For more information, see Fortiweb-Cloud_eom.

......... FonlVIew for FortlW.b

Impresso por fbarbosa2 em 07/02/2024 10:27. Validação: 269A.BE02.B529.8380.FC18.ED81.647C.88CD. 
Proposta e Anexos - Teltec Solutions Ltda. Doc. 114754/23. Data: 21/12/2023 20:12. Responsável: Jose E. A. de Oliveira.

175

175



FortiWeb~

FEATURES

Oeployment Optlona
• Reverse Proxy
• Inline Transparent
• True Transparent Proxy
• Offline Sniffing
• WCCP

w.s.curlty
• At-basec Machine Learnlng
• Automatic profillng (white list)
• Web server and appllcatlon slgnatures

(black list)
• IPaddress reputation
• IPadcress geolocation
• HTTP RFCcompliance
• Native support for HTTP/2
• WebSocket protectlon and signalure

enforcement
• Man ln lhe Browser (MíTB) prolection

Appllclltlon Attec:kProtectlon
• OWASPTop 10
• Cross Slte Scriptlng
• SQL Injection
• Cross Slte ReQuestForgery
• Session Hijacking
• BuílHn Vulnerabillty Scanner
• Third-parly scanner Inlegralion (virtual

patching)
• File upload 6cannlng wilh AV and

sandbox

s.curlty Servlclls
• Malware deteclion
• Vírtual palching
• Protocol valldatlon
• Brute force prolectlon
• Cookíe signlng and encryplion
• Threat scaring aM weightlng
• Syntax-based SQLIand XSS detection
• HTTP Header Security
• Custam error message and errO( code

handllng
• Operating syslem inlrusion slgnatures
• Known threat and zero-day atlack

prolection
• L4 Stateful Network Firewall
• DoS preventlon
• Advanced correlation protection usíng

multlple securlty elements
/o 9&W~~evention

//oij" ~~c~e\n ..t Protection

f \'l ~\
:~ 1 é
::~ j
'~~ _~ i'

~,~

Appllclltion Dellvery
• Layer 7 server load balancing
• URLRewrillng
• Content Rauting
• HTTPS/SSLOffloadlng
• HTTPCompression
• Caching

Authentlclltlon
• Active ano passive authentlcation
• Slte Publishíng and SSO
• RSAAccess for z-íactor

authentication
• LDAP,RADIUS,and SAML support
• SSLclíent certifícate support
• CAPTCHAand Real Browser

Enforcement (RBE)

APlProtectlon
• Machlne Learnlng besed APl

Dlscovery and Protectlon
• XML and JSON protocol

conformance
• CI/CD integratlon
• Schema verlflcatíon

APl Gateway
• Web servlces slgnatures

BotMltllJlltlon
• Machlne Learníng based Bot

Mltlgation
• Bíometrlcs Based Detectlon
• Threshold Based Detection
• 80t Deceptíon
• Know Bots

Management anelAItportlng
• Web user Interface
• Command tine ínterface
• FortíVlew graphícal analysis and

reporting toais
• Central management for multíple

FortlWeb cevfces
• Active/Actíve HA Clusterlng
• RESTAPl
• Centrallzed logging and reportlng

User/devíce tracking
• Real-time dashboards
• Bot dashboard
• OWASPTop 10 attack categorlzatlon
• Geo IPAnalytícs
• SNMP, Syslog and Emall Loggíng/

Monitorlng
• Admínlstratlve Domalns wíth full

RBAC

Other
• IPv6 Reedy
• HTTP/2 to HTTP 1.1 translatlon
• HSM Integration
• Seamless PKllntegratlon
• Attachment scanníng for

ActíveSync/MAPI appllcatíons, OWA,
and FTP

• Hígh Avallabllíty wíth Conflg-sync
for syncíng across multíple actíve
appliances

• Auto setup and default confíguretion
settíngs for simplífled deployment

• Setup Wízards for common
appllcatlons and databases

• Preconfigured for common Microsoft
appllcatlons; Exchange, SharePolnt,
OWA

• OpenStack support for FortlWeb
VMs

• Predefíned securlty policies for
Drupal and Wordpress appllcatlons

• WebSockels support
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Fi:aRTlnET. DataSheet

FortiGate 100F Series
FG-100F and FG-101F

Fo~1(10F

Highlights

Gartner Magic Quadrant
Leader for both Network
Flrewalls and WAN Edge
Infrastructure.

5ecurlty-OrIvene NetworkIng FortlOS
delivers converged
networking and securlty.

StahH)f-the-Art
Unparalleled Performance
wlth Fortlnet's patented I
SPU I vSPU processors.

Enterprl .. Secwtty
with consolldated AlI
ML-powered FortiGuard
Servlces.

Deep VislbIIty
into applications, users,
and devices beyond
traditional firewall
techniques.

,- ;- .,
I '".t "w;f;

AI/ML Security and Deep Visibility

The FortiGate 100F Series NGFW combines AI-powered
security and machine learning to deliver Threat Protection
at any scale. Get deeper visibility into your network and see
applications, users, and devices before they beco me threats
Powered by a rlch set of AVML securíty capabüítíes lha! extend into an inlegraled security I
fabric platform, the FortiGate 100F Series delivers secure networking that is broad, deep, andf
automated. Secure your network end to end with advanced edge protection that includes
web, content, and device security, while network segmentation and secure SD-WAN reduce
complexity and risk in hybrid IT networks.

Universal ZTNA automaticalty controls, verifies, and facilitates user access to applications,
reducing lateral threats by providing access only to validated users. Ultra-fast Threat
Protection and SSL Inspection provides security at the edge you can see without impacting
performance.

IPS NGFW

2.6Gbps Multiple GERJ45, GESFPand 10 G
slots

1.6 Gbps 1Gbps
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FortlGate 100F Series

FortiOS, Fortinet's Adva'K:ed Opending System

FortiOS enables the convergence of high performing networking and security across the
Fortinet Security Fabric. Because it can be deployed anywhere, it delivers consistent and
context-aware security posture across network, endpoint, and multi-cloud environments.

FortiOS powers ali FortiGate deployments whether a physical or virtual device, as a container,
or as a cloud servi ce. This universal deployment model enables the consolidation of many
technologies and use cases into a simplified, single policy and management framework. Its
organically built best-of-breed capabilities, unified operating system, and ultra-scalability
allows organizations to protect ali edges, simplify operations, and run their business without
compromising performance or protection .

FortiOS dramatically expands the Fortinet Security Fabric's ability to deliver advanced Ali
ML-powered services, inline advanced sandbox detection, integrated ZTNA enforcement,
and more, provides protection across hybrid deployment models for hardware, software, and
Software-as-a-Service with SASE.

FortiOS expands visibility and control, ensures the consistent deployment and enforcement of
security policies, and enables centralized management across large-scale networks with the
following key attributes:

• Interactive drill-down and topology viewers that display real-time status

• On-click remediation that provides accurate and quick protection against threats and abuses

• Unique threat score system correlates weighted threats with users to prioritize investigations

FortiOS Everywhere

Available ln

·.·.·.:... 1
Appliance

....... "'."· .
· .· .· ...........
Virtual

Hosted

Cloud

Container

fntuitive easy to use view into the network and
endpoint vufnerabilities

FortiConverter Migration ServIce

",.,bl/#y wIth FOSAppIJcatIonSlgnaMes I

FortiConverter Service provides hassle-free migration to help organizations transition from a
wide range of legacy firewalls to FortiGate Next-Generation Firewalls quickly and easily.
The service eliminates errors and redundancy by employing best practices with advanced
methodologies and automated processes. Organizations can accelerate their network protection
with the latest FortiOS technology .

....• •••• 2
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FortiGat.100F Serles DataSheet

FortiGuard Services

Network and fieSecurily

Services provide protection against network-based and file-based threats. This consists of
Intrusion Prevention (lPS) which uses AI/M models to perform deep packet/SSl inspection
to detect and stop malicious content, and apply virtual patching when a new vulnerability is
discovered. lt also includes Anti-Malware for defense against known and unknown file-based
threats. Anti-malware services span both antivirus and file sandboxing to provide multi­
layered protection and are enhanced in real-time with threat intelligence from FortiGuard labs.
Application Control enhances security compliance and offers real-time application visibility.

Web I DNS Security

Services provide protection against web-based threats including ONS-based threats, malicious
URls (including even in emails), and botnet/command and control communications. ONS
filtering provides full visibility into ONS traffic white blocking high-risk domains, and protects
against ONS tunneling, ONS infittration, C2 server 10and Oomain Generation Algorithms (DGA).
URl filtering leverages a data base of 300M+ URls to identify and block links to malicious sites
and payloads. IP Reputation and anti-botnet services prevent botnet communications, and
block OOoSattacks from known sources.

SaaS andData Securtty
Services address numerous security use cases across application usage as well as overall
data security. This consists of Data leak Prevention (OLP)which ensures data visibility,
management and protection (including blocking exfiltration) across networks, clouds, and
users, while simplifying compliance and privacy implementations. Separately, our Inline Cloud
Access Security Broker (CASB) service protects data in motion, at rest, and in the cloud.
The service enforces major compliance standards and manages account, user and cloud
application usage. Services also include capabilities designed to continually assess your
infrastructure, validate that configurations are working effectively and secure, and generate
awareness of risks and vulnerabilities that could impact business operations. This includes
coverage across 10Tdevices for both 10Tdetection and 10Tvulnerability correlation.

Zero-Day Thrut Prevention
Zero-day threat prevention entails Fortinet's AJ-based inline malware prevention, our most
advanced sandbox service, to analyze and block unknown files in real-time, offering suo­
second protection against zero-day and sophisticated threats across ali NGFWs. The service
also has a built-in MITREATT&CKe matrix to accelerate investigations. The service focuses
on comprehensive defense by blocking unknown threats while streamlining incident response
efforts and reducing security overhead.

OTSecurity

The service provides OT detection, OT vulnerability correlation, virtual patching, OT signatures,
and industry-specific protocol decoders for overall robust defense of OT environments and
devices .

3
...-• ••••
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FortiGate 100F Serias DataSheet

••••••••
SPU

•••• •....

Secure Any Edge at Any Scale

PotIf8l8d by Security Processing Unit (SPU)

Traditional firewalls cannot protect against today's content- and connection-based threats
because they rely on off-the-shelf hardware and general-purpose CPUs, causing a dangerous
performance gap. Fortinet's custom SPU processors deliver the power vou need-up to
520Gbps-to detect emerging threats and block malicious content while ensuring your network
security solution does not become a performance bottleneck.

Powered by Purpose BuIt Secure SD-WAN ASIC SOC4
• Combines a RISC-based CPU with Fortinet's proprietary Security Processing Unit (SPU)
content and network processors for unmatched performance

• Delivers industry's fastest application identification and steering for efticient business
operations

• Accelerates IPsec VPN performance for best user-experience on direct internet access

• Enables best of breed NGFWSecurity and deep SSL inspection with high performance

• Extends security to access layer to enable SD-Branch transformation with accelerated and
integrated switch and access point connectivity

• Reduces environmental footprint by saving on average over 60% in power consumption
compared to previous generation of FortiGate models

FortiCareServices

Fortinet is dedicated to helping our customers succeed, and every year FortiCare Services
help thousands of organizations get the most from our Fortinet Security Fabric solution. Our
lifecycle portfolio offers Design, Deploy, Operate, Optimize, and Evolve services. Operate
services offer device-Ievel FortiCare Elite servi ce with enhanced SLAs to meet our customer's
operational and availability needs. ln addition, our customized account-Ievel services provide
rapid incident resolution and offer proactive care to maximize the security and performale
of Fortinet deployments .

4
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FortlGate 100F Serles DataSheet

Next Generation F'nwall (NGFW)

UseCases

• FortiGuard Labs' suite of AI-powered Security Services-natively integrated with your
NGFW-secures web, content, and devices and protects networks from ransomware and
sophisticated cyberattacks

• Real-time SSL inspection (including TLS 1.3) provides fuI! visibility into users, devices, and
applications across the attack surface

• Fortinet's patented SPU (Security Processing Unit) technology provides industry-Ieading
high-performance protection

E!9.
IJCJ[]

Secure SD-WAN

• FortiGate WAN Edge powered by one OS and unified security and management framework
and systems transforms and secures WANs

• Delivers superior quality of experience and effective security posture for work-from-any
where models, SD-Branch, and cloud-flrst WAN use cases

• Achieve operational efficiencies at any scale through automation, deep analytics, and
self-healing

Universal ZTNA

• Control access to applications no matter where the user is and no matter where the
application is hosted for universal application of access policies

• Provide extensive authentications, checks, and enforce policy prior to granting application
access-every time

• Agent-based access with FortiClient or agentless access via proxy portal for guest or BYOD

• Dynamic segmentation adapts to any network topology to deliver true end-to-end
security-from the branch to the datacenter and across multi-cloud environments

• Ultra-scalable, low latency, VXLAN segmentation bridges physical and virtual domains
with Layer 4 firewall rules

• Prevents lateral movement across the network with advanced, coordinated protection
from FortiGuard Security Services detects and prevents known, zero-day, and
unknown attacks

•••• •••• 5
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FortiGate 100F Serias DataSheet

Hardware
Interfaces

1. 1x USB Portr[,ffi"=~~~~·=.:~:I:~~li~..~.i.•i'=i.=i:~~~~~~.~·~Ii·nij:~~~w~
. PortsI I I I II I 1 II c.___ 1,.-----'1Y

oe o 00 e o Q o

FortiGate 100F Serias

-: "",-"'<"i'':':1"',-,-NT;,;;N
, .. ,._., .·__r.· .• ,',yo-,

~--,."

4. 2 x GERJ45 WAN Ports

5. 2 x GERJ45 HA Ports

6. 12 x GE RJ45 Ports

7. 2 x 10 GESFP+ FortiLink
Slots

8. 4 x GESFPSlots

9. 4 x GE RJ45/ SFPShared
Media Pairs

Harc:Jwant Features

DualPowerSUppIes

Power supply redundancy is essential in the operation of mission-critical networks. The
FortiGate 100F Series offers dual buílt-ín non-hot swappable power supplies.

Access Layer Security

FortiLink protocol enables you to converge security and the network access by integrating
the FortiSwitch into the FortiGate as a logical extension of the NGFW.These FortiLink enabled
ports can be reconfigured as regular ports as needed .

....• ••••
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FortlGate 100F Series

Ordering Information
PIoduct
FortIGate100F

FortIOete 101F

0pdaNI~
1 OE SFP RJ4S TnlnIlClllver Module

1 OE SFP $XTrwwceIvw Module

1OE SFP LXTransceIver Module

10OE SFP+ RJ45 TrInsceIvw Module

10OE SFP+ TranscIIiver Module, SImrt Range

10OE SFP+ TrInsceIvw Module, Long bnge

10OE SFP+ Tr8nscalvws, Extandlld Range

10GE SFP+ TransceIvw Module, 30 km Long Rengeeoe SFP+ TrInsceIvw Module, 30 km Long bnge

10OE SFP+ Pessive DInIct AttIIdt CllbIe 1m

10OE SFP+ PessIwDInIct AttIIdt CllbIe 3m

10OE SFP+ Pessive DInIct AttIIdt CebhlSm

•••• •....

SKU
FG-l00F

FG-101F

SKU
FN-TRAN-GC
FN-TRAN-SX
FN-TRAN-lX
FN-TRAN-SFP+GC
FN-TRAN-SFP+SR

FN-TRAN-SFP+lR
FN-TRAN-SFP+ER

FN-TRAN-SFP+BD27

FN-TRAN-SFP+BD33

FN-cABLE-SFP+l
FN-CABlE-SFP+3

FN-cABlE-SFP+5

DeecrfptJan

22x GERJ45ports (including 2xWANports, lx DMZport, lx Mgmt port, 2x HA ports, 16xswitch
ports wlth 4 SFPport sharedmedia),4 SFPports, 2x 10GESFP+Fortilinks, dual power supplies
redundancy.
22x GERJ45ports (including 2xWANports, lx DMZ port, lx Mgmt port, 2x HAports, 16xswitch
ports wlth 4 SFPport sharedmedia), 4 SFPports, 2x 10GESFP+Fortilinks, 480GBonboard
storage. dual power supplies redundancy.

Descripdon

1GESFPRJ4Stransceiver module for ali systems with SFPand SFP/SFP+slots.
1GESFPSXtransceiver module for ali systems with SFPand SFP/SFP+slots.
1GESFPLXtransceiver module for ali systems with SFPand SFP/SFP+slots.
10GESFP+RJ45transceiver module for systemswith SFP+slots.
10GESFP+transceiver module, short range for ali systems with SFP+and SFP/SFP+slots.

10GESFP+transceiver module, Iong range for ali systems with SFP+and SFP/SFP+slots.
10GESFP+transceiver module,extended range for ali systems with SFP+and SFP/SFP+slots.

lOGESFP+transceiver module, 30KM Iong range single BiDifor systems with SFP+and SFP/
SFP+slots (connects to FN-TRAN-SFP+BD33,ordered separately).

lOGESFP+transceiver module, 30KM Iong rangesingle BiDi for systems with SFP+and SFP/
SFP+slots (connects to FN-TRAN-SFP+BD27,ordered separately).

10GESFP+passivedirect attach cable, 1mfor systems with SFP+and SFP/SFP+slots.
10GESFP+passive direct attach cable, 3m for systemswith SFP+and SFP/SFP+slots.

10GESFP+passivedirect attach cable, Smfor systemswith SFP+and SFP/SFP+slots.

8
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FortiGate 100F Serias

Subscriptions

NOC"'SOC
s.rvtc_

....• •....

AnIl.... _ PIac.ctIon (AM») -AndwIna.MabIe ..............
COR. "'"- 0uIIIrwI< PnIIIc:IIan Fui ...... CIoud ....
UI1L.DNS.VIdH .....
.AnWpeM

OT s.curitJ (OT DdKtIan, OT~_i ..... '. VIrtual
~OT /PraIIDooI.,_...,·
AU'c ulan ConInII included with FortiCareSubscription

included with FortiCareSubscriptionCAS8.... CoiiInII

SD-WAN~a.mtWldlli"'au.Ity .............

SD-WAN OwitIIr_ .... tar.... b.nd--.,MlWOIIr:
pI1I'IIi8IcN••
SD-WAN eor-tartar FGrtISASE s.c:.n AcceA

ForttSASE ............ lncIudIngdoud 'IOMbp8..................
~AttsdtSUrllce.._.., .... (IoTD-.c:tIDn, IoT
v.. _....., CansIsIIDn,'" s.curitJbIIng UpdIIee)'
~ .....
.......... FartIGIIIe ....

FartIGIIIe CIoud (_ LaggIng + CIoud ~

l'artIAnaIp8rCIoud
l'artIAnaIp8rCIoudwIIh SOCIIIS

~soc.s
1'ortICMI.._...
Fonte.. .........
l'ortICMIEIte
intimei..... (SssS)oeUpdsIw
GeaIPDRUpdsIw
DetIIoeIOSo.tectIan..,_..,
-rru.t.dCertIIIcIa DR UpdII_
DONS (v4/W8) ....

inc1udedwith FortiCareSubscription

1. FuHfeatures available when running FortiOS 7.4.1
2. OeslctopModels only

,
FortiGuard Labs delivers a number of security intelligence services to augment the FortiGate firewall platform.
Vou can easily optimize the protection capabilities of your FortiGate with one of these FortiGuard Bundles.

FortiCant EIte
FortiCare Elite offers enhanced SLAs and quick issue resolution through a dedicated support team. It provides
single-touch ticket handling, extended Extended End-of-Engineering-Support for 18 months, and access to the
new FortiCare Elite Portal for a unified view of device and security health .

--- . --- ------------------------------------------------------------------------
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Fortinet CSR PoIIcy

Fortinet is committed to driving progress and sustainability for ali through cybersecurity,
with respect for human rights and ethical business practices, making possible a digital
world vou can always trust. Vou represent and warrant to Fortinet that vou will not
use Fortinet's products and services to engage in. or support in any way. violations
or abuses of human rights. including those involving iIIegal censorshíp, surveillance.
detention, or excessive use of force. Users of Fortinet products are required to comply
with the Fortinet EULA and report any suspected violations of the EULA via the
procedures outlined in the Fortinet Whistleblower Policy.

Fi:5F1TlnET. www.fortinet.com

CtIpyrtgtlt o 2023 Forti'Iet.Inc. AI rIgtts ~ ~. ~. FcI1ICenf end ForUGuInt'. Ind cert*I other rNfb Ire~ hdeMlrts of ForInet, n::... anel OUW F1JI1InIt neMeS '*'*' Inay afio be regIdeIed. ttMNat comrnon" trIdenrka of Fot1i1el. 1M 0Iher product
or c:ompeny rwnea lftIIV bel1rIICIameIbof thei' 1fII!IpeCttfe ....... P8rfcanInctend CIlNr ..... CGI'IIINd hnIn ......... 1nCIWMItIb tala UNIer 'deli concI.MonI."'" aduII perfonrIb:eaniloa.,... ...,IM!'Y. Network........ ca--.. nIIIIWOIkerwltonrMntl.., other""_moyefta<t_-_-_""bIndIIw __ ~_ ..._d_ .. IJI .... _ ..... --_..'*'<IIng- __ ~-,_ _ ...,.-.,
tNt expl8l1Iy .... n'II'IlI tNa lhe ldIntIftecI prutuçt .. perbm acCOlldqato terI8IrI..,...,. ldIrtIfted _ me1rb end,ln 1UCh...... onIy tt'Ie tpedftc:: ~nce meb'lcs.~ ldeI'IIIIed In.uch btdngwrlften ~ lhIIIbebIndIng (ln JbIoII,Q dIrtIy. '"'I
1udt _"1'Ily wII be lImIted to _ ~ lhe ...... 1deII c:ondIIIoN .. 1n ForUnet\ Forti'Iet dttdeIaIIlnU fIfI/ QMI'IIr'Its, ..,.......ü:ms. eI'I;I ~PlftUft heteto. Wf'IeIher""'_ ar ......... FoI'1twtMeMl the rWt to cMnge, •tr8n$W. ar
reriletNa~wM'Ioulrdlce.8nd .. nII_Qlft8nt..,.,...of .. ~ be .

FG-I00F-OO" --R3t-W31017
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Fe:!RTlnET.
DataSheet

FortiGate 400E Series
FG-400E, FG-401E, and FG-401E-DC

Highlights

Gartner Maglc Quadrant
Leader for both Network
Firewalls and WAN Edge
Infrastructure.

Securlty-DrIvene Networldng FortiOS
delivers converged
networking and securlty.

State-of-the-Art
Unparalleled Perfonnance
with Fortlnet's patented I
SPU I vSPU processors.

Enterprise Securtty
with consofidated AlI
ML-powered FortiGuard
Services.

Deep Vlslbltty
into applications, users,
and devices beyond
traditional firewall
techniques.

AI/ML Security and Deep Visibility

The FortiGate 400E Series NGFW combines AI-powered
security and machine learning to deliver Threat Protection
at any scale. Get deeper visibility into your network and see
applications, users, and devices before they beco me threats.
Powered by a rich set of AI/ML security capabilities that extend into an integrated security
fabric platform, the FortiGate 400E Series delivers secure networking that is broad, deep, and
automated. Secure your network end to end with advanced edge protection that includes
web, content, and device security, while network segmentation and secure SD-WAN reduce
complexlty and risk ln hybrid IT networks.

Universal ZTNA automatically controls, verifies, and facilitates user access to applications,
reducing lateral threats by providing access only to validated users. Ultra-fast Threat
Protection and SSllnspection provides security at the edge you can see without impacting
performance.

I
IPS NGFW

7.8Gbps 6Gbps 5 Gbps Multiple GE RJ45 and GESFPSlots I
De Varlant
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FortlGate 400E Series

Available ln

.......... ,
Appliance

.........·· .· .· ...........
Virtual

Hosted

Cloud

~
Container

_.a
• •_.-

FortiOS Everywhere

FortiOS, Fortiners Advanced Operating System

FortiOS enables the convergence of high performing networking and security across the
Fortinet Security Fabric. Because it can be deployed anywhere, it delivers consistent and
context-aware security posture across network, endpoint, and multi-cloud environments.

FortiOS powers ali FortiGate deployments whether a physical or virtual device, as a container,
or as a cloud service. This universal deployment model enables the consolidation of many
technologies and use cases into a simplified, single policy and management framework. Its
organically buílt best-of-breed capabilities, unified operating system, and ultra-scalability
allows organizations to protect ali edges, simplify operations, and run their business without
compromising performance or protection .

FortiOS dramatically expands the Fortinet Security Fabric's ability to deliver advanced AlI
Ml-powered servi ces, inline advanced sandbox detection, integrated ZTNA enforcement,
and more, provides protection across hybrid deployment models for hardware, software, and
Software-as-a-Service with SASE.

FortiOS expands visibility and control, ensures the consistent deployment and enforcement of
security policies, and enables centralized management across large-scale networks with the
following key attributes:

• Interactive drill-down and topology viewers that display real-time status

• On-click remediation that provides accurate and quick protection against threats and abuses

• Unique threat seore system correlates weighted threats with users to prioritize investigations

Intuitive easy to use view into the network and
endpoint vulnerabHities

Vísibílíty wíth FOSApplication Sígnatures ,
FortiConverter Migration Service
FortiConverter Service provides hassle-free migration to help organizations transition from a
wide range of legacy firewalls to FortiGate Next-Generation Firewalls quickly and easily.
The service eliminates errors and redundancy by employing best practices with advanced
methodologies and automated processes. Organizations can accelerate their network protection
with the latest FortiOS technology.
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FortlGate 400E Series

FortiGuard Services

Network anel fieSecurity

Services provide protection against network-based and file-based threats. This consists of
Intrusion Prevention (lPSl which uses AI/M models to perform deep packet/SSL inspection
to detect and stop malicious content, and apply virtual patching when a new vulnerability is
discovered. It also includes Anti-Malware for defense against known and unknown file-based
threats. Anti-malware services span both antivirus and file sandboxing to provide multi­
layered protection and are enhanced in real-time with threat intelligence from FortiGuard Labs.
Application Control enhances security compliance and ofters real-time application visibility.

Web I DNSSecurtty
Services provide protection against web-based threats including DNS-based threats, malicious
URLs (including even in emails), and botnet/command and control communications. DNS
filtering provides fuI! visibility into DNS traffic while blocking high-risk domains, and protects
against DNS tunneling, DNS infiltration, C2 server ID and Domain Generation Algorithms (DGA).
URL filtering leverages a data base of 300M+ URLs to identify and block links to malicious sites
and payloads. IP Reputation and anti-botnet services prevent botnet communications, and
block DDoS attacks from known sources.

SaaS and Data Security

Services address numerous security use cases across application usage as well as overall
data security. This consists of Data Leak Prevention (DLP) which ensures data visibility,
management and protection (including blocking exfiltration) across networks, clouds, and
users, while simplifying compliance and privacy implementations. Separately, our InUneCloud
Access Security Broker (CASB) service protects data in motion, at rest, and in the cloud.
The service enforces major compliance standards and manages account, user and cloud
application usage. Services also include capabilities designed to continually assess your
infrastructure, validate that configurations are working eftectively and secure, and generate
awareness of risks and vulnerabilities that could impact business operations. This includes
coverage across 10Tdevices for both 10Tdetection and 10Tvulnerability correlation.

Zero-Day lbreat Preventlon

Zero-day threat prevention entaits Fortinet's AI-based inline malware prevention, our most ,
advanced sandbox service, to analyze and block unknown files in real-time, oftering sub­
second protection against zero-day and sophisticated threats across ali NGFWs. The service
also has a built-in MITREATT&CK®matrix to accelerate investigations. The service focuses
on comprehensive defense by blocking unknown threats white streamlining incident response
efforts and reducing security overhead.

OTSecurity

The service provides OT detection, OT vulnerability correlation, virtual patching, OT signatures,
and industry-specific protocol decoders for overall robust defense of OT environments nd
devices .

•••• ••••
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FortiGate 400E Series

Secure Any Edge at Any Scale

PowanMI by Security Processing Unit (SPU)

Traditional firewalls cannot prateet against today's contem- and connection-based threats
beeause they rely on off-the-shelf hardware and general-purpose CPUs, causing a dangerous
performance gap. Fortinet's custom SPU processors deliver the power Vou need-up to
52OGbps-to detect emerging threats and block malicious content while ensuring your network
security solution does not beeome a performance bottleneck.

....• •....
SPU

ASIC Advantage

NetwortcProcessor 8 NP6
Fortinet's new, breakthrough SPU NP6
network processo r works inline with FortiOS
functions delivering:

• Superior firewall performance for IPv4/IPv6,
SCTP and multicast traffic with ultra-Iow
latency

• VPN, CAPWAPand IP tunnel acceleration

• Anomaly-based intrusion prevention,
checksum offload, and packet
defragmentation

• Traffic shaping and priority queuing

DataSheet

Contem Processor 9 CP9
Content Processors act as co-processors
to offload resource-intensive processing
of security functions. The ninth generation
of the Fortinet Content Processor, the
CP9, accelerates resource-intensive SSL
(including TLS 1.3) decryption and security
functions while delivering:

• Pattern matching acceleration and
fast inspection of real-time traffic for
application identification

• IPS pre-scan/pre-rnatch, signature
correlation offload, and accelerated
antivirus processing

Fortinet is dedicated to helping our customers succeed, and every year FortiCare Services
help thousands of organizations get the most trom our Fortinet Security Fabric solution. Our
lifecycle portfolio offers Design, Deploy, Operate, Optimize, and Evolve services. Operate
services offer device-Ievel FortiCare Elite service with enhanced SLAs to meet our customer's
operational and availability needs. ln addition, our customized account-Ievel services provide
rapid incident resolution and offer proactive care to maximize the security and performance
of Fortinet deployments .

•••• ••••

,

4
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FortIGate 400E SarJes ~I r: :J),ataSheet
, (:>\;;;>I.J" .. Ik, '

UseCases
Next Generatlon Flrewall (NGFW)

• FortiGuard Labs' suite of AI-powered Security Services-natively integrated with your
NGFW-secures web, content, and devices and protects networks from ransomware and
sophisticated cyberattacks

• Real-time SSL inspection (including TLS 1.3) provides fulf visibility into users, devices, and
applications across the attack surface

• Fortinet's patented SPU (Security Processing Unit) technology provides industry-Ieading
high-performance protection

~.
[]C][]

Secura SD-WAN

• FortiGate WAN Edge powered by one OS and unified security and management framework
and systems transforms and secures WANs

• Delivers superior quality of experience and effective security posture for work-from-any
where models, SD-Branch, and cloud-first WAN use cases

• Achieve operational efficiencies at any scale through automation, deep analytics, and
self-healing

~.
[]D[]

UniversalZTNA

• Control access to applications no matter where the user is and no matter where the
application is hosted for universal application of access policies

• Provide extensive authentications, checks, and enforce policy prior to granting application
access-every time

• Agent-based access with FortiClient or agentless access via proxy portal for guest or BYOD

~EB
[]C][] • Dynamic segmentation adapts to any network topology to deliver true end-to-end

security-from the branch to the datacenter and across multi-cloud environments

• Ultra-scalable, low latency, VXLAN segmentation bridges physical and virtual domains
with Layer 4 firewall rules

• Prevents lateral movement across the network with advanced, coordinated protection
from FortiGuard Security Services detects and prevents known, zero-day, and
unknown attacks

....• •••• 5
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FortiGate 400E Serias DataSheet

Hardware

FortiGate 400E Serias

o

FDRnr'IET. •••••••••••••• ' , " ..".
_ "'_'OOI< • ~ •••••••••••• =."1==·.......•...·.·~E=~liIiI=.•• =_

•••••••• __ 2~e8 'li,,""

IIY
00 9

-'=1

Interfaces

1. 2 x USB Ports

2. 1 x Console Port

3. 2 x GERJ45 MGMT/HA Ports

4. 16 x GE RJ45 Ports

5. 16 x GESFPSlots

Hardware Features

480GB

.....• ••••
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FortiGate 400E Series DataSheet
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1. fuI! features available when running FortiOS 7.4.1
2. Desktop Modais only

FortiGuard Labs delivers a number of security intelligence servi ces to augment the FortiGate firewall platform.
Vou can easily optimize the protection capabl/lties 01your ForliGate with one 01lhese FortlGuard Bundles. r
FortiC.. Elite

FortiCare Elite offers enhanced SLAs and quick issue resolution through a dedicated support team. It provides
single-touch ticket handling, extended Extended End-of-Engineering-Support for 18 months, and access to the
new FortiCare Elite Portal for a unified view of device and security health .
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Fortinet CSR PoIIcy

Fortinet is committed to driving progress and sustainability for ali through cybersecurity,
with respect for human rights and ethical business practices, making possible a digital
world you can always trust. Vou represent and warrant to Fortinet that you will not
use Fortinet's products and services to engage in, or support in any way, violations
or abuses of human rights, including those involving iIIegal censorship, surveillance,
detention, or excessive use of force. Users of Fortinet products are required to comply
with the Fortinet EULA and report any suspected violations of the EULA via the
procedures outlined in the Fortinet Whistleblower Policy.

F5:5RTlnET. www.fortinet.com
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